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Å{ŜƴƛƻǊ tǊƛǾŀŎȅ 9ƴƎƛƴŜŜǊ ŀƴŘ ¢ŜŎƘ9ǾŀƴƎŜƭƛǎǘ ŀǘ 

5ȅƴŀǘǊŀŎŜ

Å πƻōǎŜǎǎŜŘ .Ǌƛǘ ōŀǎŜŘ ƛƴ LƴƴǎōǊǳŎƪ

ÅhǳǘǎƛŘŜ ƻŦ ǿƻǊƪΥ ǊŜǎŜŀǊŎƘ ŀƴŘ ǘŜŎƘ ǇƻƭƛŎȅΣ ǘǊŀƛƭ 

ǊǳƴƴƛƴƎΣ ƘƛƪƛƴƎΣ ǎƪƛƛƴƎΧ

ÅtǊŜǾƛƻǳǎƭȅΥ ƘŀŎƪƛƴƎ /t¦ǎ ŀǘ ¢¦ DǊŀȊ

About Me

о



About Dynatrace

Analytics and Automation for Unified Observability and SecurityCLOUD DONE RIGHT.
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tǊƛǾŀŎȅ ƳŜŜǘǎ ¦·



¦· tǊŀŎǘƛǘƛƻƴŜǊǎΩ 9ƴƎŀƎŜƳŜƴǘ ǿƛǘƘ tǊƛǾŀŎȅ

ά[ŜƎŀƭ ¢ǊƻǳōƭŜΚΥ ¦· tǊŀŎǘƛǘƛƻƴŜǊǎΩ 9ƴƎŀƎŜƳŜƴǘ ǿƛǘƘ [ŀǿ ŀƴŘ wŜƎǳƭŀǘƛƻƴέ (Gray et al., Companion 

Publication of the 2024 ACM Designing Interactive Systems Conference) interviewed 3 UX practitioners 

about their experiences

с

https://colingray.me/wp-content/uploads/2024/05/2024_Grayetal_DISPWIP_LegalTrouble.pdf


¦· tǊŀŎǘƛǘƛƻƴŜǊǎΩ 9ƴƎŀƎŜƳŜƴǘ ǿƛǘƘ tǊƛǾŀŎȅ

Jacob

ÅTries to persuade developers not to use dark 

ǇŀǘǘŜǊƴǎ ōŜŎŀǳǎŜ ǘƘŜȅΩǊŜ ǳƴŜǘƘƛŎŀƭ

ÅWas unaware there are legal implications to 

using dark patterns

Å/ƻƳǇŀƴȅ ŘƻŜǎƴΩǘ ƘŀǾŜ ŀ ƭŜƎŀƭ ǘŜŀƳ

Å¢ƘŜǊŜ ŀǊŜƴΩǘ ǊŜŀƭƭȅ άŀƴȅ ǇǊƻǘŜŎǘƛƻƴǎέ όƭƛƪŜ 

ƛƴǘŜǊƴŀƭ ǇƻƭƛŎƛŜǎύ ƛƴ ǇƭŀŎŜ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŜȅΩǊŜ 

compliant
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¦· tǊŀŎǘƛǘƛƻƴŜǊǎΩ 9ƴƎŀƎŜƳŜƴǘ ǿƛǘƘ tǊƛǾŀŎȅ

!Ƴȅ

ÅtǊƛǾŀŎȅ ƛǎ ŀƴƻǘƘŜǊ ǘŜŀƳΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅΥ ƘŜǊ 

ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ƛǎ ŀŘǾƻŎŀǘƛƴƎ ŦƻǊ ǳǎŜǊπŎŜƴǘŜǊŜŘ 

ŘŜǎƛƎƴ

Å²ƻǊƪ ƛǎ ƘŀƴŘŜŘ ƻǾŜǊ ǘƻ ŀ ŎŜƴǘǊŀƭ ǘŜŀƳ ŦƻǊ ƭŜƎŀƭ 

ŎƘŜŎƪǎ

Å{ŜŜǎ ǇǊƛǾŀŎȅ ŀǎ άƭŜƎŀƭ ǘǊƻǳōƭŜέ ǘƘŀǘ ƛǘ ƛǎ 

ƛƳǇƻǊǘŀƴǘ ŦƻǊ ǘƘŜ ŎƻƳǇŀƴȅ ǘƻ ŀǾƻƛŘ

у



¦· tǊŀŎǘƛǘƛƻƴŜǊǎΩ 9ƴƎŀƎŜƳŜƴǘ ǿƛǘƘ tǊƛǾŀŎȅ

/ƻƴǊŀŘ

ÅD5tw ƛǎ άƛƳǇƻǊǘŀƴǘέ ōǳǘ Ƙŀǎ ŀŘŘŜŘ ŦǊƛŎǘƛƻƴ ǘƻ 

Ƙƛǎ ŘŜǎƛƎƴ ǿƻǊƪŦƭƻǿ

Å¢ƻ ŀǾƻƛŘ ƭƛŀōƛƭƛǘȅΣ Ƙƛǎ ŎƻƳǇŀƴȅ ƴƻǿ ƻǳǘǎƻǳǊŎŜǎ 

ǳǎŜǊ ǘŜǎǘƛƴƎ ǘƻ ŀƴ ŜȄǘŜǊƴŀƭ ŀƎŜƴŎȅ

Å²ƻǳƭŘ ƭƛƪŜ ǘƻ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ŀ ƭŜƎŀƭ ŜȄǇŜǊǘ ŦƻǊ 

ŀŘǾƛŎŜ

Å²ŀǊȅ ƻŦ ǘŀƭƪƛƴƎ ǘƻ Ƙƛǎ ŎƻƳǇŀƴȅΩǎ ƭŜƎŀƭ ǘŜŀƳ ŀǎ 

άǘƘŜȅ ŀǊŜ ƴƻǘ ƻƴ ƻǳǊ ǎƛŘŜέ ŀƴŘ ǘǊȅ ǘƻ ōƭƻŎƪ 

ŜǾŜǊȅǘƘƛƴƎ
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What does privacy mean to you? What contact have you 
had with it in your UX work?



Intro to Privacy



What Does Privacy Mean?

hǾŜǊ мрл 
ŎƻǳƴǘǊƛŜǎΗ
!ƴŘ ǘƘŜ ƭƛǎǘ 
ƛǎ ƎǊƻǿƛƴƎ

мн

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1951416


What Does Privacy Mean?

ÅwƛƎƘǘ ǘƻ ƪƴƻǿΣ ŀŎŎŜǎǎΣ ŜȄǇƻǊǘ

ÅwƛƎƘǘ ǘƻ ǳǇŘŀǘŜ όǊŜŎǘƛŦȅύ

ÅwƛƎƘǘ ǘƻ ŘŜƭŜǘŜ όάōŜ ŦƻǊƎƻǘǘŜƴέύ

ÅwƛƎƘǘ ǘƻ Řŀǘŀ ǇƻǊǘŀōƛƭƛǘȅ

Åtƭǳǎ ƳƻǊŜΧ

ÅwƛƎƘǘ ǘƻ ǊŜǎǘǊƛŎǘƛƻƴ ƻŦ ǇǊƻŎŜǎǎƛƴƎ

ÅwƛƎƘǘ ƴƻǘ ǘƻ ōŜ ǎǳōƧŜŎǘ ǘƻ ŀǳǘƻƳŀǘŜŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎΣ 

ƛƴŎƭΦ ǇǊƻŦƛƭƛƴƎ όD5twύ

ÅwƛƎƘǘ ǘƻ ƻǇǘ ƻǳǘ ƻŦ ǎŜƴǎƛǘƛǾŜ Řŀǘŀ ǇǊƻŎŜǎǎƛƴƎ ό/tw!ύ
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What Does Privacy Mean?

Privacy OWASP Top 10

1. Web Application Vulnerabilities 

2. Operator-sided Data Leakage 

3. Insufficient Data Breach Response 

4. Consent on Everything 

5. Non-transparent Policies, Terms and Conditions 

6. Insufficient Deletion of User Data 

7. Insufficient Data Quality

8. Missing or Insufficient Session Expiration 

9. Inability of Users to Access and Modify Data 

10. Collection of Data Not Required for the User-
Consented Purpose

14

https://owasp.org/www-project-top-10-privacy-risks/OWASP_Top_10_Privacy_Risks_Countermeasures_v2.0.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf


²Ƙŀǘ 5ƻŜǎ tǊƛǾŀŎȅ aŜŀƴΚ

LƳŀƎŜΥ DŀǘƘŀ ±ŀǊƳŀ

15

https://blog.openmined.org/of-legal-tangles-and-synthetic-datasets-gdpr-and-synthesis/


²Ƙŀǘ 5ƻŜǎ tǊƛǾŀŎȅ aŜŀƴΚ

ÅtǊƛǾŀŎȅ ƛǎƴΩǘ ŀōƻǳǘ ƘƛŘƛƴƎ ŜǾŜǊȅǘƘƛƴƎΗ

ÅSociety runs on information flows, but these flows should be context-appropriate

ÅKnow your users and their context(s)

ÅWhich information is it normal to share in this context? In this culture?

ÅWhat do they care about? What are they afraid of? 

ÅHow technically literate are they? Do they understand your product?

16



Privacy Threat Modeling



What is Threat Modeling?

!ƴȅƻƴŜ Ŏŀƴ ǘƘǊŜŀǘ ƳƻŘŜƭΗ

LǘΩǎ ŀōƻǳǘ ŀƴǎǿŜǊƛƴƎΥ

Å²Ƙŀǘ ŎƻǳƭŘ Ǝƻ ǿǊƻƴƎΚ

Å²Ƙŀǘ ŀǊŜ ǿŜ ƎƻƛƴƎ ǘƻ Řƻ ŀōƻǳǘ ƛǘΚ

Åwƛǎƪ Ґ ƭƛƪŜƭƛƘƻƻŘ Ȅ ƛƳǇŀŎǘ

Å/ƻǎǘ ƻŦ ƳƛǘƛƎŀǘƛƻƴ

DƻƻŘ ǎǘŀǊǘƛƴƎ ǇƻƛƴǘǎΥ

Å¢ƘŜ ¢ƘǊŜŀǘ aƻŘŜƭƛƴƎ aŀƴƛŦŜǎǘƻ

Å! DǳƛŘŜ ǘƻ ¢ƘǊŜŀǘ aƻŘŜƭƛƴƎ ŦƻǊ 5ŜǾŜƭƻǇŜǊǎ

му

https://www.threatmodelingmanifesto.org/
https://martinfowler.com/articles/agile-threat-modelling.html
https://x.com/thegrugq/status/864023197145944064


Privacy Threat Modeling: LINDDUN

bƻƴπ/ƻƳǇƭƛŀƴŎŜ

Identifying Linking

Non-
Repudiation

Data 
Disclosure

5ŜǘŜŎǘƛƴƎ

¦ƴŀǿŀǊŜƴŜǎǎ
¦ƴƛƴǘŜǊǾŜƴŀōƛƭƛǘȅ

Threats for 
companies

¢ƘǊŜŀǘǎ ŦƻǊ 
ƛƴŘƛǾƛŘǳŀƭǎ

19

LINDDUN

https://www.freepik.com/
https://linddun.org/


Privacy Threat Modeling: LINDDUN

ÅLinking: connecting the dots

ÅIdentifying: ǿƘƻΨǎ ǿƘƻΚ

ÅNon-repudiation: I know what you did

ÅDetecting: L ŘƻƴΨǘ ƴŜŜŘ ǘƻ ǊŜŀŘ ǘƘŜ Řŀǘŀ ǘƻ ƪƴƻǿ ȅƻǳΨǊŜ ƛƴ ǘƘŜǊŜ

ÅData disclosure

ÅNot identical to a breach of confidentiality!

ÅLƴŎƭǳŘŜǎ ŎƻƭƭŜŎǘƛƴƎ ǳƴƴŜŎŜǎǎŀǊȅ ƻǊ ŜȄŎŜǎǎƛǾŜ ŘŀǘŀΣ ǎƘŀǊƛƴƎ ǘƘŜ Řŀǘŀ ǘƻƻ ǿƛŘŜƭȅΣ ǊŜǘŀƛƴƛƴƎ ƛǘ ŦƻǊ ǘƻƻ ƭƻƴƎΧ

ÅUnawareness & unintervenability: I had no idea you were doing that and now you 

ǿƻƴΨǘ ǎǘƻǇ

ÅNon-compliance: ǘƘŀǘΨƭƭ ōŜ Ϸр ōƛƭƭƛƻƴ ǇƭŜŀǎŜΣ CŀŎŜōƻƻƪ

[Lb55¦b

нл

https://linddun.org/


Privacy Threat Modeling: Plot4AI

Å[ƛōǊŀǊȅ ƻŦ ус ǘƘǊŜŀǘǎǊŜƭŀǘƛƴƎǘƻ !L ŀƴŘ a[ 
ŀŎǊƻǎǎу ŎŀǘŜƎƻǊƛŜǎ

Å9ȄŀƳǇƭŜǎΥ

Å!ǊŜ ǿŜǇǊƻǘŜŎǘŜŘŦǊƻƳƳŜƳōŜǊǎƘƛǇ
ƛƴŦŜǊŜƴŎŜŀǘǘŀŎƪǎΚ

Å/ƻǳƭŘǘƘŜ !L ǎȅǎǘŜƳōŜŎƻƳŜǇŜǊǎǳŀǎƛǾŜΣ 
ŎŀǳǎƛƴƎƘŀǊƳǘƻ ǘƘŜ ǳǎŜǊΚ

Å/ƻǳƭŘǘƘŜ !L ǎȅǎǘŜƳƭƛƳƛǘǘƘŜ ǊƛƎƘǘǘƻ ōŜ
ƘŜŀǊŘΚ

Å²ƛƭƭ ƻǳǊ!L ǎȅǎǘŜƳƳŀƪŜŀǳǘƻƳŀǘƛŎ
ŘŜŎƛǎƛƻƴǎǿƛǘƘƻǳǘƘǳƳŀƴ ƛƴǘŜǊǾŜƴǘƛƻƴΚ

Å²ƛƭƭ ŀƴȅƻŦ ƻǳǊǳǎŜǊǎōŜŎƘƛƭŘǊŜƴΚ

Plot4AI

21

https://plot4.ai/


Linkability -> Identifiability -> Non-Repudiation

22

https://x.com/HannahAlOthman
https://www.npr.org/2022/08/12/1117092169/nebraska-cops-used-facebook-messages-to-investigate-an-alleged-illegal-abortion
https://www.npr.org/2022/08/12/1117092169/nebraska-cops-used-facebook-messages-to-investigate-an-alleged-illegal-abortion


[ƛƴƪŀōƛƭƛǘȅ πҔ LŘŜƴǘƛŦƛŀōƛƭƛǘȅ πҔ bƻƴπwŜǇǳŘƛŀǘƛƻƴ

но

https://coveryourtracks.eff.org/


Privacy Harms

Privacy Threat

Linkability

Identifiability

Non-Repudiation

Detectability

Data Disclosure

Unawareness, 
Unintervenability

Non-Compliance

Privacy Harms

Physical Harms

Economic Harms

Reputational Harms

Autonomy Harms

Psychological Harms

Discrimination Harms

Relationship Harms

Harm to the Business

Autonomy Harms

Coercion

Manipulation

Failure to Inform

Thwarted Expectations

Lack of Control

Chilling Effects

tǊƛǾŀŎȅ IŀǊƳǎΣ /ƛǘǊƻƴϧ {ƻƭƻǾŜΣ .ƻǎǘƻƴ ¦ƴƛǾŜǊǎƛǘȅ [ŀǿ wŜǾƛŜǿ όнлннύ

24

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3782222


Privacy Harms: Manipulation

25Source: The Markup

https://jforourke12.wordpress.com/2015/11/15/competitive-advertising-analysis-grey-goose/
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you


5ŀǊƪ tŀǘǘŜǊƴǎ



5ŀǊƪ tŀǘǘŜǊƴǎ ŀƴŘ tǊƛǾŀŎȅ

ÅConcept introduced in 2010 by UX professional 

Harry Brignull

ÅJust design patterns ς but sinister ones! Deceive 

or manipulate users

ÅViolate the GDPR principles of fairness and 

transparency + Article 25 (data protection by 

design and default)

ÅAlso relevant beyond the EU, see e.g.

Å¦{ C¢/Ωǎ ǊŜǇƻǊǘ ƻƴ ŘŀǊƪ ǇŀǘǘŜǊƴǎ

ÅDeceptive Patterns Hall of Shame, Fair Patterns, and 

Privacy Patterns

ÅLƴŘƛŀΩǎ ōŀƴ ƭƛǎǘ όƳƻǊŜ ƻƴ ǘƘƛǎ ƭŀǘŜǊΗύ

нт

https://www.ftc.gov/system/files/ftc_gov/pdf/P214800%20Dark%20Patterns%20Report%209.14.2022%20-%20FINAL.pdf
https://www.deceptive.design/hall-of-shame
https://fairpatterns.com/
https://privacypatterns.org/patterns/
https://www.edpb.europa.eu/system/files/2023-02/edpb_03-2022_guidelines_on_deceptive_design_patterns_in_social_media_platform_interfaces_v2_en_0.pdf


Pattern 1: Stirring (influencing)

LƴŦƭǳŜƴŎƛƴƎ ǳǎŜǊǎΩ ǇǊƛǾŀŎȅ ŎƘƻƛŎŜǎ ōȅ ŀǇǇŜŀƭƛƴƎ ǘƻ 

emotion or using visual nudges.

ÅEmotional steering

ÅHidden in plain sight

28

https://www.edpb.europa.eu/system/files/2023-02/edpb_03-2022_guidelines_on_deceptive_design_patterns_in_social_media_platform_interfaces_v2_en_0.pdf
https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2023/common-privacy-dark-patterns-and-ways-to-improve-digital-trust


Pattern 2: Overloading

9ȄƘŀǳǎǘƛƴƎ ǘƘŜ ǳǎŜǊ ǎƻ ǘƘŀǘ ǘƘŜȅ ƎƛǾŜ ǳǇ ǘǊȅƛƴƎ ǘƻ 

ŎƻƴǘǊƻƭ Ƙƻǿ ǘƘŜƛǊ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƛǎ ǳǎŜŘΦ

Å/ƻƴǘƛƴǳƻǳǎ ǇǊƻƳǇǘƛƴƎ

ÅtǊƛǾŀŎȅ ƳŀȊŜ 

Å[ŀōȅǊƛƴǘƘ ς άǘƘŜ LƭƛŀŘ Ŧƭƻǿέ

Å¢ƻƻ Ƴŀƴȅ ƻǇǘƛƻƴǎ

нф

https://www.facebook.com/


E-Commerce Case Study: Stirring + Overloading

ол

https://www.ryanair.com/


E-Commerce Case Study: Stirring + Overloading

31

https://www.ryanair.com/


E-Commerce Case Study: Stirring + Overloading

32

https://www.ryanair.com/


tŀǘǘŜǊƴ оΥ {ƪƛǇǇƛƴƎ

¢ǊȅƛƴƎ ǘƻ ƳŀƪŜ ǘƘŜ ǳǎŜǊ ŦƻǊƎŜǘ ƻǊ ƻǾŜǊƭƻƻƪ ǘƘŜ 

ǇǊƛǾŀŎȅ ƛƳǇƭƛŎŀǘƛƻƴǎ ƻŦ ŀƴ ŀŎǘƛƻƴΦ

ÅtǊƛǾŀŎȅπƛƴǾŀǎƛǾŜ ǎŜǘǘƛƴƎǎ ŜƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘ

Å5ƛǎǘǊŀŎǘƛƻƴ ǘŀŎǘƛŎǎΥ ά[ƻƻƪΗ ! ŦǊŜŜ ǘǊƛŀƭΗέ

LƴǎǘŜŀŘΥ

Å¢Ǌȅ ǘƻ ōǳƛƭŘ ǘǊǳǎǘ ǿƛǘƘ ǘƘŜ ǳǎŜǊ ŀƴŘ ōŜ ǘǊŀƴǎǇŀǊŜƴǘ 

ǿƛǘƘ ǘƘŜƳ ππҔ

33

https://www.instagram.com/


tŀǘǘŜǊƴ пΥ hōǎǘǊǳŎǘƛƴƎ

Making it difficult or impossible to get information 

about or manage your personal data.

ÅDead end

ÅBroken or missing link

ÅPrivacy options are scattered across different menus

ÅLonger than necessary

Å9ȄǘǊŀ ǿŀƛǘ ƛŦ ȅƻǳ ŎƭƛŎƪ ΨwŜƧŜŎǘ ŀƭƭ ŎƻƻƪƛŜǎΩ

ÅMisleading action

34



Pattern 5: Fickle

Using an inconsistent UI to make it hard for 
ǳǎŜǊǎ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǿƘŀǘΩǎ ƘŀǇǇŜƴƛƴƎ ǿƛǘƘ 
their data.

ÅLacking hierarchy

ÅDecontextualizing

ÅInconsistent interface

ÅLanguage discontinuity

Examples:

ÅPrivacy policy is a confusing mess and only 
available in English

ÅPrivacy settings are in different places on 
desktop vs. mobile, or keep being moved 
around

ор

https://docs.github.com/en/site-policy/privacy-policies/github-general-privacy-statement


tŀǘǘŜǊƴ сΥ [ŜŦǘ ƛƴ ǘƘŜ 5ŀǊƪ

Hiding privacy information and controls or 

presenting them in a misleading way.

ÅConflicting information

ÅAmbiguous wording or information

Avoid by:

ÅImproving learnability of the UI

ÅJust-in-time presentation of documentation

ÅMinimize the number of concepts you assume 

your users understand

ос

https://fairpatterns.com/what-are-dark-patterns/


Case Study: Left in the Dark

37

https://x.com/darkpatterns/status/1705547911755407641


Where have you seen dark patterns in action?



LƴŘƛŀΩǎ .ŀƴ [ƛǎǘ



Ȋ

LƴŘƛŀΩǎ .ŀƴƴŜŘ 5ŀǊƪ tŀǘǘŜǊƴǎ

False Urgency /ƻƴŦƛǊƳ {ƘŀƳƛƴƎInterface Interference

Forced Action Disguised Ads

Stirring{ǘƛǊǊƛƴƎ{ǘƛǊǊƛƴƎ

Obstructing CƛŎƪƭŜ

Bait and Switch
Fickle

Legal text

40

https://consumeraffairs.nic.in/sites/default/files/The%20Guidelines%20for%20Prevention%20and%20Regulation%20of%20Dark%20Patterns%2C%202023.pdf


Ȋ

LƴŘƛŀΩǎ .ŀƴƴŜŘ 5ŀǊƪ tŀǘǘŜǊƴǎ

Nagging ¢ǊƛŎƪ vǳŜǎǘƛƻƴSubscription Traps

Drip Pricing Rogue Malware

Billing-specific[ŜŦǘ ƛƴ ǘƘŜ ŘŀǊƪhǾŜǊƭƻŀŘƛƴƎ

Billing-specific IƻǇŜŦǳƭƭȅ ƴƻǘ ǊŜƭŜǾŀƴǘ ŦƻǊ ƻǳǊ ǿƻǊƪΗ

Basket Sneaking
Billing-specific

Legal text

41

https://consumeraffairs.nic.in/sites/default/files/The%20Guidelines%20for%20Prevention%20and%20Regulation%20of%20Dark%20Patterns%2C%202023.pdf


/ŀǎŜ {ǘǳŘȅΥ ¢ǊƛŎƪ vǳŜǎǘƛƻƴ

пн

https://x.com/tuexss/status/1705172696579850477


E-/ƻƳƳŜǊŎŜ /ŀǎŜ {ǘǳŘȅΥ !ŘƻōŜΩǎ {ǳōǎŎǊƛǇǘƛƻƴ ¢ǊŀǇ

по

https://x.com/darkpatterns/status/1489901640777973768


E-/ƻƳƳŜǊŎŜ /ŀǎŜ {ǘǳŘȅΥ !ŘƻōŜΩǎ {ǳōǎŎǊƛǇǘƛƻƴ ¢ǊŀǇ
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https://x.com/darkpatterns/status/1489901640777973768
https://x.com/darkpatterns/status/1489901640777973768


E-/ƻƳƳŜǊŎŜ /ŀǎŜ {ǘǳŘȅΥ !ŘƻōŜΩǎ {ǳōǎŎǊƛǇǘƛƻƴ ¢ǊŀǇ
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/ƻƻƪƛŜǎ ŦǊƻƳ ǘƘŜ 5ŀǊƪ {ƛŘŜ



/ƻƻƪƛŜǎ ŦǊƻƳ ǘƘŜ 5ŀǊƪ {ƛŘŜ

47

https://www.thesun.co.uk/


/ƻƻƪƛŜǎ ŦǊƻƳ ǘƘŜ 5ŀǊƪ {ƛŘŜ

48

https://www.24sata.hr/


Cookies from the Dark Side

49

https://developer.atlassian.com/cloud/jira/platform/


Cookies from the Dark Side

рл

https://www.lakshmisri.com/insights/articles/regulation-of-dark-patterns/


²Ƙŀǘ ŀǊŜ ǘƘŜ ǿƻǊǎǘ ŎƻƻƪƛŜ ŘƛŀƭƻƎǎ ȅƻǳΩǾŜ ǎŜŜƴΚ Iƻǿ Řƻ 
ǘƘŜȅ ŎƻƳǇŀǊŜ ǘƻ ƻǘƘŜǊ ŎŀǎŜǎ ƻŦ ŘŀǊƪ ǇŀǘǘŜǊƴǎΚ



Inclusive Privacy



¦ǎŜǊǎ IŀǾŜ 5ƛŦŦŜǊŜƴǘ tǊƛǾŀŎȅ bŜŜŘǎ

ÅNot only are their threat models 

ŘƛŦŦŜǊŜƴǘΧ

ÅBut also their awareness and 

understanding of privacy

ÅAnd their understanding of tech in 

general!

Åά²ƘŀǘΩǎ ŀ ōǊƻǿǎŜǊΚέ

Åά²ƘŀǘΩǎ ŜƴŘ-to-ŜƴŘ ŜƴŎǊȅǇǘƛƻƴΚέ

Åaŀƴȅ ǳǎŜǊǎ ŘƻƴΩǘ ǳƴŘŜǊǎǘŀƴŘ ǿƘŀǘ 

ǘƘŜȅΩǊŜ ŎƻƴǎŜƴǘƛƴƎ ǘƻ ƻǊ ǘƘŜ ŎƘƻƛŎŜǎ 

ǘƘŜȅΩǊŜ ōŜƛƴƎ ŀǎƪŜŘ ǘƻ ƳŀƪŜ

53



άCǊŜŜ /ƘƻƛŎŜέ ƻŦ .ǊƻǿǎŜǊ ŀƴŘ {ŜŀǊŎƘ 9ƴƎƛƴŜΥ !ƴŘǊƻƛŘ
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https://www.android.com/choicescreen/dma/


άCǊŜŜ /ƘƻƛŎŜέ ƻŦ .ǊƻǿǎŜǊΥ ƛh{

рр

https://www.reddit.com/r/iOSBeta/comments/1aevuf8/ios_174_db1_new_default_browser_pop_up_available/


άCǊŜŜ /ƘƻƛŎŜέ ƻŦ .ǊƻǿǎŜǊΥ ¢ƘŜ wŜŀƭƛǘȅ

рс

https://research.mozilla.org/browser-competition/choicescreen/


άCǊŜŜ /ƘƻƛŎŜέ ƻƴ CŀŎŜōƻƻƪ aŜǎǎŜƴƎŜǊ
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https://messengernews.fb.com/2024/03/28/end-to-end-encryption-what-you-need-to-know/


άCǊŜŜ /ƘƻƛŎŜέΥ ¢ƘŜ .ǳƴŘŜǎƪŀǊǘŜƭƭŀƳǘΩǎ hǇƛƴƛƻƴ
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https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Entscheidungen/Missbrauchsaufsicht/2023/B7-70-21.pdf?__blob=publicationFile&v=2


άCǊŜŜ /ƘƻƛŎŜέΥ ¢ƘŜ .ǳƴŘŜǎƪŀǊǘŜƭƭŀƳǘΩǎ hǇƛƴƛƻƴ

рф

https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Entscheidungen/Missbrauchsaufsicht/2023/B7-70-21.pdf?__blob=publicationFile&v=2


Accessibility

ÅtǊƛǾŀŎȅ ŎƘƻƛŎŜǎ ǎƘƻǳƭŘ ōŜ ŀŎŎŜǎǎƛōƭŜ ǘƻ ŀƭƭΣ 

ƛƴŎƭǳŘƛƴƎ ǳǎŜǊǎ ǿƛǘƘ ŘƛǎŀōƛƭƛǘƛŜǎ

ÅwŜŀŘŀōƛƭƛǘȅΥ ǳǎƛƴƎ ŎƭŜŀǊ ŀƴŘ Ǉƭŀƛƴ ƭŀƴƎǳŀƎŜ 

ƘŜƭǇǎ ŜǾŜǊȅƻƴŜΗ

ÅhŎŎŀǎƛƻƴŀƭƭȅ ŎƻƴŦƭƛŎǘƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ

Å9ΦƎΦ ²/!D нΦм ŦƻŎǳǎ ƻǊŘŜǊΥ άΦΦΦŀ ŘƛŀƭƻƎ 

ƻǇŜƴǎ ŀƴŘ ŦƻŎǳǎ ƛǎ ǎŜǘ ǘƻ ǘƘŜ ŦƛǊǎǘ 

ƛƴǘŜǊŀŎǘƛǾŜ ŜƭŜƳŜƴǘ ƛƴ ǘƘŜ ŘƛŀƭƻƎΧέ

ÅπҔ LƴŦƭǳŜƴŎŜǎ ǘƘŜ ǳǎŜǊΩǎ ŎƘƻƛŎŜ

60



Accessibility

ÅIs your cookie dialog navigable using a screen reader?

ÅWould a user even know it exists? (Consent!)

61

https://www.youtube.com/watch?v=Uaqo4FOI_DY


[ŜǘΩǎ ǘŀƭƪ ŀōƻǳǘ ȅƻǳǊ ǇǊƛǾŀŎȅ ŎƘŀƭƭŜƴƎŜǎΗ

сн



z

.ƻƴǳǎΥ CƻǊǊŜǎǘŜǊΩǎ CƛǾŜ tǊƛǾŀŎȅ tŜǊǎƻƴŀǎ

Reckless Rebels Conditional Consumerists Data-Savvy Digitals

Nervous Unawares {ƪŜǇǘƛŎŀƭ tǊƻǘŜŎǘƛƻƴƛǎǘǎ

¦ƴŘŜǊǎǘŀƴŘ Ƙƻǿ ǘƘŜƛǊ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƛǎ 
όŀōύǳǎŜŘ ƻƴƭƛƴŜ ŀƴŘ ǎƘŀǊŜ ƛǘ ƻƴƭȅ ǿƘŜƴ 

ǘƘŜȅ ƘŀǾŜ ǘƻΦUse ad blockers, but are happy to share 
Řŀǘŀ ƛŦ ǘƘŜǊŜΩǎ ŀƴ ƛƴŎŜƴǘƛǾŜΣ ƭƛƪŜ ƭƻȅŀƭǘȅ 

program perks

±ŜǊȅ ǿƛƭƭƛƴƎ ǘƻ ǎƘŀǊŜ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ aƻǎǘ 
ƭƛƪŜƭȅ ǘƻ ǎƘŀǊŜ ƭƻŎŀǘƛƻƴ Řŀǘŀ ƛŦ ǘƘŜȅ ƎŜǘ 

ǎƻƳŜǘƘƛƴƎ ƛƴ ǊŜǘǳǊƴΦ

Unwilling to share personal data. Want 
to protect themselves online, but are 

unsure how to
The oldest user segment; unwilling to 

share personal data and trust few 
companies.

Sources: 1, 2

63

https://www.forrester.com/blogs/privacy-isnt-binary-the-2021-us-privacy-segmentation/
https://www.celebrus.com/blogs/cdp/the-five-privacy-personas-and-how-to-adapt-to-each


.ƻƴǳǎΥ ¢ƘŜ tǊƛǾŀŎȅ hǇǎ tŜǊǎƻƴŀ

сп



Thanks for listening!
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