Fantastic Privacy
Threats and Where to
Find Them

"The amusing creatures described hereafter are fictional
and cannot hurt you.” ~ Albus Dumbledore
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 Why care about privacy threats?
 How do we threat model?
« Tour of privacy threats




Before we begin

All our discussion beyond
the slides today is under
the Chatham House rule:

» Use what you learn in
your work (that’s the
whole point...)

« But don't reveal directly
or indirectly who said
what

N
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Privacy engineering as bridge

Privacy
engineering




Today: privacy threat modeling
as bridge

Privacy threat
modeling

N
o = N




What is threat modeling?

CNiL . PIA, methodology June 2015 Edition

3. Risks: potential privacy breaches

Objective: gain a good understanding of the causes and consequences of risks.

Step Description Report

3.Risks  \/ho? why?

I | .
h e 3.1. Sources How? aRisk rrI\adpd f
T AT [— Detailed description o
. 3.2. Feared events 3.3. Threats -
/ p— — the risks

Severity 3.4, Risks Likelihood
4.



https://www.cnil.fr/sites/cnil/files/typo/document/CNIL-PIA-1-Methodology.pdf

What is threat modeling?

@ THREAT MODELING MANIFESTO

1. What are we working on?

2. What can go wrong?

3. What are we going to do about it?
4. Did we do a good enough job?



https://www.threatmodelingmanifesto.org/

Why threat model?

Impact assessments

 GDPR: data protection impact
assessment (DPIA) required if a
new processing activity is likely to
result in high risk

* Also known as a privacy impact
assessment (PIA)

e Common in risk-based digital

fundamental rights impact
assessment (FRIA)



Why threat model?

Understanding risks to rights and freedoms is also essential to:

« Determine whether legitimate interest is a valid legal basis for
processing (Article 6)

« Determine appropriate technical and organizational measures
for data protection by design and default (Article 25) and for
security (Article 32)

« Decide whether notification to the SA and communication to
data subjects is required for a personal data breach (Articles
33-34)




Why threat model?

And this risk assessment is hard! Especially because
the SA and EDPB examples tend to be the obvious
ones:

« Obviously a new project processinclzj the location data
of every citizen of a country or children’s biometric
data is high risk and needs your attention...

« But what about ‘'normal’ stuff?
1. Yet another new Al tool company-wide
2. IT want to buy some new software
3. Marketing want to put some videos on the website




How do we threat model?




Creative-wiriting Threat

modeling for beginners

Start as if you were writing a story...
« Who is your data subject?

 When do they use the product/service? Where are
they when they use it?

« What's their goal?

* Are they under pressure? Who or what are they
afraid of?

« Which details about themselves do they consider
sensitive in this context?







Creative-wiriting Threat

modeling for beginners

While writing your “story”, consider which information
flows are appropriate in this context:

« Consider data type, data subject, sender, recipient,
legal basis, purpose
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https://imgflip.com/memegenerator
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F User personas

e &

4




Created by the Open Internet Tools Project — see User
Personas for Privacy and Security by Gus Andrews

User personas

Technology expertise level

Social media savvy
Less smart about operational security

Technology use

Mobile all the way

Blogs but doesn't run own server
Participant in online groups

Cavalier about posting and privacy settings
Uses desktop software less often

Shura

“Help me remain unknown, yet still

be a visible leader.”

Mid-20s gay man

Urban Russia

Blogger/publisher

Lives with a bunch of roommates
Excited by the work he does;
sometimes a little too bold for his safety

Access locations
e Anywhere there's connectivity

Threats from technology use

e Lose day job due to being “outed” by
thugs researching his activity on social
media

Physical threats

Beating or death
Jail for activism around LGBT issues

Needs

To remain anonymous BUT wants his
pseudonym to be well-known

Wants to communicate to a lot more people
Find places to meet in public



https://gusandrews.medium.com/user-personas-for-privacy-and-security-a8b35ae5a63b
https://gusandrews.medium.com/user-personas-for-privacy-and-security-a8b35ae5a63b
https://docs.google.com/presentation/d/1J95Bf_F_OfoioPC06YMWmoWIqAke5gk-eUAnLWwAFRM/edit?usp=sharing
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Privacy: LINDDUN
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P Ir i Vva Cy - LI N D D U N Image designed by Freepik
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http://www.freepik.com/

Privacy threats cause harms

User #159%#8623's od proFile

General attitudes - I generally get
a raw deal out of life

Health - Addictions - Aleohol

Demograpl«ics - Marital Status -
Likely Recently Divorced

Interest - Entertainment - Pa\rty
and )\/igL\t Club Enthusiasts

.(9205/5?)9 ;-den/frftlf%ames AICOI’\OhC Drinks - Vodka - Gre.y

have been adapted to -/
remove names of data GOOSQ For age 21+ L‘kel‘/
brokers.



https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you

Privacy threats cause harms

Privacy Threat

Linkability — Physical Harms
Identifiability Economic Harms " Coercion

Non-Repudiation Reputational Harms — Manipulation

Detectability — Autonomy Harms / Failure to Inform

Data Disclosure Psychological Harms Thwarted Expectations
Unawareness Discrimination Harms Lack of Control
Unintervenability Relationship Harms Chilling Effects
Non-Compliance ~ Harm to the Business -

Adapted from Privacy Harms, Citron & Solove,
Boston University Law Review (2022)



https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3782222

® N o v s

Complete threat model: outline

Metadata (/ast updated at ... by ..., update when project ... begins)
System description including intended use cases (!!)

Table of personal and customer data types processed

« With risk reasoning and data subject rights info (can it be updated,
exported, deleted?)

Table of data sources and sinks with geolocation
Supplementary data flow diagrams

Internal access to data

Customer control over data and transparency

Identified threats grouped by NIST Privacy Triad category
(predictability, manageability, disassociabi/ity}/




A little tour of privacy threats




Before we begin

Ministry of Magic (M.0O.M.) classifications of beasts privacy threats:
« X: Boring

« XX: Harmless, may be domesticated

« XXX: Competent wizard privacy auror should cope

« XXXX: Dangerous, require specialist knowledge

« XXXXX: Known wizard privacy auror killer, impossible to train or domesticate.
Basically anything that Hagrid likes, or that the SA-that-shall-not-be-named might
open a 5-year inconclusive inquiry about.

Unofficial:
o« XXXXXXX: Pixies, if you're Professor Lockhart
o XXXXXXXXX: Aragog, according to Ron #




Illusory access control (sccuritas theatrum

Natural habitat: complex software

systems J
M.O.M. Classification: XXXX

LINDDUN: data disclosure \‘r\
Notable (dark) magical uses:

troubleshooting, repurposing data
Data diet: EVERYTHING

-



Illusory access control (sccuritas theatrum
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Misconfigured logging and
tEIGmEtI‘y (Dashboardus Maximus)

Natural habitat: complex software 11 kR
systems -— 4
M.O.M. Classification: XXX
LINDDUN: data disclosure

Notable (dark) magical uses:
troubleshooting, business automation
Data diet: much more than just
technical details




Misconfigured logging and
tEIGmEtI‘y (Dashboardus Maximus)

NAME DURATION 0 1§ 28 38 4S
rag-chat-pipeline 4.23s |
| SPAN | retrieve-documents 1.07s
bed- 150 (] . :
e ms L Session: conversation_8f2a
vector-db-search 510ms I— Trace: "Why was I charged twice this month?"
[EVENT | cache-miss @ 225ms | |— Trace: "Can you refund the duplicate?"
R L— Trace: "Thanks, when will I see it?"
| Gev | rerank-results 180ms ] :
| span | generate-answer 3.16s |
| @ev | generate-answer 1.07s | |
[ EVENT | stream-complete @ 1.93s |
(0 TRACE [J SPAN [J GENERATION | EVENT 1 TRACE, 8 OBSERVATIONS P95 1.82S



https://langfuse.com/academy/tracing
https://langfuse.com/academy/tracing

Cryptic privacy choices (Libertas illusoria)

Natural habitat: any user-facing
interface or communication
M.O.M. Classification: XXXX %

LINDDUN: unawareness &

unintervenability

Notable (dark) magical uses:
cookie dialogs, settings, defaults
Data diet: user info



Cryptic privacy choices (Libertas illusoria)

Q

Choose your browser
& search engine

Your browser displays pages when you navigate
the web, tap a link, or enter a web address.

Your search engine lets you search the web.

Apps you choose will be installed on your
device. You can change your browser in
Settings, or your search engine on your
home screen anytime.

=1

Select a default
browser

You’ll use this app to display pages when you
navigate the web, tap a link, or enter a web
address. Apps are shown in random order.

Opera v

A European browser with privacy...

Firefox v

Choose a fast and private browser y...

Samsung v
The secure, private and optimized m...

Mi Browser v

Mi Browser is a fast and secure full-...

Google Chrome v
Fast & secure web browser

Q

Select a default
search engine

You'll use this app for searches from your home
screen. It will also be your search engine in
Chrome. Apps are shown in random order.

Ecosia v

Plant trees as you search and brows...

Microsoft Bing
Powered by ChatGPT’s GPT-4

Google v
Find what you need with the world's ...

Brave v
Block ads while you browse, tracker...

DuckDuckGo v

Private. Fast. Fewer Ads. DuckDuck...



https://www.android.com/choicescreen/dma/

About Your
Default Browser

Cryptic privacy choices (Libertas illusoria)

Choose New
Default Browser

Z Apple

\

Y <o

@ Vivaldi Technologies
Vivaldi

Opera Software AS
Opera

Mobilelron
Web@Work

Mike Tigas
Onion Browser

Seznam.cz a.s.
Seznam.cz

Microsoft Corporation
Q Edge

Brave Software
Brave

wh  Mozilla



https://www.reddit.com/r/iOSBeta/comments/1aevuf8/ios_174_db1_new_default_browser_pop_up_available/

Cryptic privacy choices (Libertas illusoria)

We asked people what they think happens after they choose a default browser. Only
about half (52%) of people understand that their default browser is opened when they,
for example, click on a link in an email or document.®® This share did not significantly
vary across treatment groups, which is surprising as the Q&A screen (displayed to T2-4)
explicitly states this is what happens when they select a default browser. Moreover, 6% of
people incorrectly believe that they are only able to use their default browser (i.e., that all
other browsers would be disabled). Even more significantly, over half (53%) also errone-
ously believed that their default browser would automatically be pinned to their task-
bar. Previous research suggests this is a common misconception - and the impact of not

being pinned to the taskbar, in terms of how this impacts people’s usage of browsers, is an
area where we consider further research could be undertaken.



https://research.mozilla.org/browser-competition/choicescreen/

ASSUITIEC' CUItUI‘aI COntEXt (Contextus

praesumptus)

Natural habitat: multinational orgs,
social media platforms

M.O.M. Classification: XXX
LINDDUN: unawareness &
unintervenability

Notable (dark) magical uses: user
Interfaces, settings and defaults
Data diet: user info




ASSUITIECI CUItUI‘aI CO“tEXt (Contextus

praesumptus)

About Design DIS 2016, June 4-8, 2016, Brisbane, Australia

Privacy & Social Media in the Context of the Arab Gulf

Norah Abokhodair* Sarah Vieweg
University of Washington Qatar Computing Research Institute
Seattle, USA Doha, Qatar
noraha@uw.edu svieweg@qf.org.qa

“As Saudis we know how to keep our private life private
and what is suppose to be public, we still keep private.”
First author: “Like what?” MS5: “Your name, your work,
your mother’s name...the worst example we have here...a
lot of guys are ashamed of their mothers’ name.”



https://dl.acm.org/doi/epdf/10.1145/2901790.2901873
https://dl.acm.org/doi/epdf/10.1145/2901790.2901873

ASSUITIECI CUItUI‘aI CO“tEXt (Contextus

praesumptus)

About Design DIS 2016, June 4-8, 2016, Brisbane, Australia

Privacy & Social Media in the Context of the Arab Gulf

Norah Abokhodair* Sarah Vieweg
University of Washington Qatar Computing Research Institute
Seattle, USA Doha, Qatar
noraha@uw.edu svieweg@qf.org.qa

“Four years ago when Facebook changed the privacy
settings, one of my friends liked a picture of my family, the
picture had my sister in it, and I got really upset and
embarrassed that he could see that picture of my sister in it,
so I deactivated my account for about six months, I think.”



https://dl.acm.org/doi/epdf/10.1145/2901790.2901873
https://dl.acm.org/doi/epdf/10.1145/2901790.2901873

ASSUITIECI CUItUI‘aI CO“tEXt (Contextus

praesumptus)

About Design DIS 2016, June 4-8, 2016, Brisbane, Australia

Privacy & Social Media in the Context of the Arab Gulf

Norah Abokhodair* Sarah Vieweg
University of Washington Qatar Computing Research Institute
Seattle, USA Doha, Qatar
noraha@uw.edu svieweg@qf.org.qa

the wrong privacy setting. Even though I always had my
privacy setting on pretty high. The only things I allow to be
shown are the things I allow. I have ten different friends
groups. I have ‘limited’, ‘more limited’ ‘most limited’...1
have six to seven different levels of privacy.”



https://dl.acm.org/doi/epdf/10.1145/2901790.2901873
https://dl.acm.org/doi/epdf/10.1145/2901790.2901873

ASSUITIECI CUItUI‘aI CO“tEXt (Contextus

praesumptus)

*DPP

Close friends only

Only the people on your close
friends can see this post. Update it
to a story so that all of your followers

can see It as well.




ASSUITIECI CUItUI‘aI CO“tEXt (Contextus

praesumptus)

© Security questions

Answer these questions so we can verify your identity if
you need to recover your account.

What is your mother's maiden name?

Enter your answer

Where were you born?

Enter your answer

Which town was your father born in?

Enter your answer

Cancel Save answers




“NOt my prOblem" (Res nullius)

Natural habitat: any large
organization ’
M.O.M. Classification: XXXXX

LINDDUN: non-compliance, data
disclosure, sooner or later the other 5

Notable (dark) magical uses:
shipping fast and breaking things e
Data diet: EVERYTHING

PR




“NOt my prOblem" (Res nullius)

Engineering Privacy by Design: Are engineers ready to live up to
the challenge?

Kathrin Bednar®, Sarah Spiekermann?, and Marc Langheinrich®

“Institute for Information Systems and Society, Vienna University of Economics and Business, Vienna, Austria; ®Faculty of Informatics,
Universita della Svizzera Italiana, Lugano, Switzerland



https://www.semanticscholar.org/paper/Engineering-Privacy-by-Design%3A-Are-engineers-ready-Bednar-Spiekermann/2e4b5f3ce8e2b2b71366bf50ef096f6565e3edab

“Not my prOblem" (Res nullius)

Engineering Privacy by Design: Are engineers ready to live up to
the challenge?

Kathrin Bednar®, Sarah Spiekermann?®, and Marc Langheinrich®

“Institute for Information Systems and Society, Vienna University of Economics and Business, Vienna, Austria; ®Faculty of Informatics,
Universita della Svizzera Italiana, Lugano, Switzerland
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https://www.semanticscholar.org/paper/Engineering-Privacy-by-Design%3A-Are-engineers-ready-Bednar-Spiekermann/2e4b5f3ce8e2b2b71366bf50ef096f6565e3edab

“Not my prOblem" (Res nullius)

Engineering Privacy by Design: Are engineers ready to live up to

the challenge?

Kathrin Bednar®, Sarah Spiekermann?®, and Marc Langheinrich®

“Institute for Information Systems and Society, Vienna University of Economics and Business, Vienna, Austria; ®Faculty of Informatics,

Universita della Svizzera Italiana, Lugano, Switzerland

Perceived Behavioural Control:
Resources, Skills and Perceived Difficulties
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Perceived Behavioural Control: Autonomy

E
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I have the autonomy to
solve privacy issucs
n=2

I do not have the
autonomy to solve
privacy issues
n=8

I (only) have some
autonomy to solve
privacy issucs
n=5



https://www.semanticscholar.org/paper/Engineering-Privacy-by-Design%3A-Are-engineers-ready-Bednar-Spiekermann/2e4b5f3ce8e2b2b71366bf50ef096f6565e3edab

“NOt my prOblem" (Res nullius)

Company-wide comms: “As part of our = Al
transformation , we expect all employees to adopt
OpenAl Codex and work in GitHub.”

Account Manager wonders: “"So can we store customer
account data in GitHub repos now? Before we were told
to only use Excel.”




“NOt my prOblem" (Res nullius)

How might this play out in your organization? Who
would the Account Manager ask the question to? Would
the question ever reach your team?




“NOt my prOblem" (Res nullius)

Can we store customer account data in GitHub?

Privacy Legal

team

May not be expected or even
allowed to assess risk beyond
bare minimum for legal and
contractual compliance
Checks cross-border data
transfer and contractual
safeguards

DPIA threshold not met
Assessment: low risk

(hon. mention)
Privacy
Operations

« Assessment: high risk

Technical team

(IT / Security /
SRE / PrivEng)

Expected to assess and
mitigate technical risk
Handled recent incidents of
employees new to GitHub
making repos public by
accident

until GitHub Enterprise

controls are fully
implemented



“NOt my prOblem" (Res nullius)

We need to break down these org silos to effectively privacy threat model.
The good news: getting started with threat modeling is one way to address silos!

C} So

Accountability & Data &
Human Oversight Data Governance

i 0

S w
Ethics & Transparency &

Human Rights Accessibility

D

Privacy & Data
Protection

Y%

Bias, Fairness &
Discrimination

~
QO 0

Safety & Cybersecurity
Environmental Impact



https://plot4.ai/library

“NOt my prOblem" (Res nullius)

Privacy threat
modeling

N
o = N




Your turn! What was the last
privacy threat you tackled?
Natural habitat: ??

M.O.M. Classification: ?? \\ ,P //
LINDDUN threat(s): ??

Notable (dark) magical uses: ?? “"
Data diet: ??

Handling instructions: ?? .—







