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Privacy Threat Modeling in 
Practice

Cat Easdon, Privacy Engineering Team Lead, Dynatrace



Why threat model?
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Impact assessments
• GDPR: data protection impact 

assessment (DPIA) required if a 
new processing activity is likely to 
result in high risk 
• Also known as a privacy impact 

assessment (PIA)

• Common in risk-based digital 
regulation, e.g. the AI Act’s 
fundamental rights impact 
assessment (FRIA)
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High-level process overview

1. Determine that an impact assessment is needed
2. Document the data flows and processing activities

1. Purpose for processing, legal basis, necessity, proportionality, etc.

3. Identify and evaluate risks to natural persons (Today’s focus)

4. Identify existing mitigations
5. Identify and prioritize additional necessary mitigations
6. Sign-off (with action plan)
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Risk assessment

European Privacy KnowledgeNet 528.10.25

https://www.cnil.fr/sites/cnil/files/typo/document/CNIL-PIA-1-Methodology.pdf


Risk assessment is hard!
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…given the complexity of 
contemporary processing operations, 
the elusive nature of risk often makes 
it difficult for data subjects and for 
controllers and processors alike to 
have a clear and comprehensive 
understanding of what could possibly 
go wrong.

“

”

Dariusz Kloza, Thibaut D’hulst and Malik Aouadi, 
What could possibly go wrong? On risks to the 
rights and freedoms of natural persons in EU data 
protection law, their typologies and their 
identification, Technology and Regulation, 2024
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https://techreg.org/article/view/19503/23473
https://techreg.org/article/view/19503/23473
https://techreg.org/article/view/19503/23473
https://techreg.org/article/view/19503/23473


Risk assessment is hard!
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A dataflow diagram that even an AI can’t comprehend
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Our motivating example today
• Your company is acquiring a company 

that provides encrypted email services
• Integrating their product with your SSO 

will mean that timestamped EU 
customer IP addresses are transferred to 
Boggleland on each login

• You are conducting a DPIA and are 
unsure how to determine:
• What could go wrong for data subjects?
• How bad would it be (for us and them!)?
• Should we do anything about it?

European Privacy KnowledgeNet 828.10.25



Enter threat modeling…
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Those questions sound like the threat modeling manifesto:

1. What are we working on?
2. What can go wrong?
3. What are we going to do about it?
4. Did we do a good enough job?

https://www.threatmodelingmanifesto.org/


Core threat modeling concepts
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• Anyone can threat model!
• No one system diagram or single person’s understanding will 

be perfect – create multiple diagrams and collaborate with 
multiple stakeholders

• Conduct early and frequent analysis; iterate and improve over 
time

https://www.threatmodelingmanifesto.org/


Risk assessment revisited
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https://www.cnil.fr/sites/cnil/files/typo/document/CNIL-PIA-1-Methodology.pdf


Risk assessment with threat modeling
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• Risk identification (who, why, what, and how): collaborative 
threat modeling

• Risk evaluation: risk = severity/impact * likelihood
• Simple, right? Just calculate and prioritize accordingly 
• Unfortunately very context-specific – more on this later
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Threat modeling in the software 
development lifecycle
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Design Implementation Testing & QA Operation

Ideal time to 
threat model 

and
conduct initial 

DPIA

When you 
usually first 

hear about the 
project in 

practice  

Many DPIA-
relevant 
changes 

happen out of 
sight here



Threat modeling in security
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STRIDE
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Spoofing Tampering Repudiation

Information
Disclosure

Denial of
Service

Elevation of
Privilege
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MITRE ATT&CK®



Privacy threat modeling: LINDDUN
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LINDDUN
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Linking Identifying Non-
Repudiation

Data
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Compliance

Detecting
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Non-Compliance

Identifying Linking

Non-
Repudiation

Data 
Disclosure

Detecting

Unawareness
Unintervenability

Threats to 
controllers and 

processors

Threats to 
data subjects

Image designed by Freepik
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https://downloads.linddun.org/linddun-go/default/v241203/go.pdf
https://downloads.linddun.org/linddun-go/default/v241203/go.pdf
https://downloads.linddun.org/linddun-go/default/v241203/go.pdf


Privacy threat modeling: PLOT4AI
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Plot4ai - Phases and Categories
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PLOT4AI

https://plot4.ai/library
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Privacy threat modeling: MITRE 
PANOPTIC
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MITRE PANOPTIC
• Privacy attack: (in)action(s) 

that cause(s) a perceived 
privacy harm, that do(es) not 
solely involve cybersecurity 
violations

• 2x taxonomies based on 300 
non-breach cases in the US

• Goal: standardized 
classification and ‘threat 
language’ for privacy attacks 
like MITRE ATT&CK® for security
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Excerpt from MITRE’s open training materials

https://ptmworkshop.gitlab.io/#/panoptic


Who? Why?
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Comcast 
xCOMPASS

https://github.com/Comcast/xCOMPASS
https://github.com/Comcast/xCOMPASS
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Open Internet 
Tools Project

https://docs.google.com/presentation/d/1J95Bf_F_OfoioPC06YMWmoWIqAke5gk-eUAnLWwAFRM/edit?usp=sharing
https://docs.google.com/presentation/d/1J95Bf_F_OfoioPC06YMWmoWIqAke5gk-eUAnLWwAFRM/edit?usp=sharing
https://docs.google.com/presentation/d/1J95Bf_F_OfoioPC06YMWmoWIqAke5gk-eUAnLWwAFRM/edit?usp=sharing
https://docs.google.com/presentation/d/1J95Bf_F_OfoioPC06YMWmoWIqAke5gk-eUAnLWwAFRM/edit?usp=sharing
https://www.opentech.fund/projects-we-support/supported-projects/open-internet-tools-project/
https://www.opentech.fund/projects-we-support/supported-projects/open-internet-tools-project/
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Example: IP address transfer to
Boggleland
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Recap
• Your company is acquiring a company 

that provides encrypted email services
• Integrating their product with your SSO 

will mean that timestamped EU 
customer IP addresses are transferred to 
Boggleland on each login

• You are conducting a DPIA and are 
unsure how to determine:
• What could go wrong for data subjects?
• How bad would it be (for us and them!)?
• Should we do anything about it, and if so 

what?
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Data transferred

2025-10-28T06:32:45.123Z [INFO] User login: 

uuid=123e4567-e89b-12d3-a456-426614174000, 

ip_address= 83.164.100.0, event=login_success
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Who? Why?

What might go wrong – any ideas?
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Who? Why?
xCompass potential attacker: nation state with legal power to access our SSO 
logs in Boggleland and ISP logs 

Vulnerable (legitimate) users:
• Journalists and their sources; lawyers and their clients
• Government officials; activists
• Other high-risk categories depending on political context (potentially reprisals 

based on religion, political affiliation, sexual orientation, physical or mental 
health, …)
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What? How? - MITRE PANOPTIC
• Environment: digital (POC01.01)
• Distribution: one to one (PC02.02)
• Interaction: ongoing interaction (PC03.01.03)
• Engagement: populations with sensitive characteristics (PC04.01.02-08 + 

10-11): race & ethnicity, political opinion, religious and philosophical 
beliefs, gender, sexual orientation & gender identity, sex life, genetics, 
illness or injury, other context-specific populations

• Data type: persistent direct identifier (PC05.15.01), persistent pseudo-
identifier (PC05.15.02), location (PC05.01)
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What? How? - MITRE PANOPTIC
Potential privacy threat actions by us:
• Notice and consent: absent, no opt-out
• Collection: application or device use, tracking & affording tracking
• Identification: identifier assignment, implicit identification
• Manageability: no individual control of information disclosure
• Sharing: affording revelations
• Deviations: deviating from stated policy, deviating from regulatory 

requirements
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What? How? - MITRE PANOPTIC
Potential privacy threat actions by the nation state:
• Processing: deriving new information, behavioral analysis
• Use: implication, targeting, intrusion, reprisal
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What? How? – PLOT4AI
From the Privacy & Data Protection category:
• Are we using metadata that could reveal personal data or behavior 

patterns? Yes
• Are we processing special categories of personal data or sensitive 

data? No, but the fact someone uses the service is revealing
• Are we transferring personal data to countries that lack adequate 

privacy protections? Yes
• Are we able to comply with all the applicable GDPR data subject 

rights? Maybe
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What? How? - LINDDUN
• Linking IP address locations for a specific user over time to 

potentially identify them or detect that a target does indeed 
use the service

• Leading to non-repudiation of the fact the user used the 
service

• Unawareness & unintervenability: without sufficient notice, 
vulnerable users will be unable to protect themselves

• Non-compliance: cross-border data transfer (basis?), notice, 
consent
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Case study
Time to split into groups! Check your handouts for the case study
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Impact and likelihood
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Risk evaluation is hard!
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Likelihood Definition 1 (data 
protection )

Definition 2 (security) Definition 3 (government)

Rare Has never occurred Once in 10 years Once in 100 years

Unlikely Annually Once in 5 years Once in 25 years

Possible Monthly Once in 2 years Once in 10 years

Likely Weekly Once a year Once in 3 years

Certain Almost daily Multiple times a year Once a year

Agree on definitions for likelihood and impact that makes sense in your organization’s context!
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Risk evaluation in context: Catalan 
DPA’s FRIA model (2025)
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Risk matrix: effort to overcome the prejudice and to reverse adverse effects

Level Definition

Low Suffered prejudice can be overcome without any problem (e.g. time 
spent amending information, annoyances, irritations, etc.)

Medium A few difficulties (e.g. extra costs, fear, lack of understanding, stress, 
minor physical ailments, etc.)

High Serious difficulties (e.g. economic loss, property damage, worsening of 
health, etc.)

Very high May not be overcome (e.g. long-term psychological or physical 
ailments, death, etc.)
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Risk evaluation in context: Catalan 
DPA’s FRIA model (2025)

European Privacy KnowledgeNet 45

• Impact = (gravity * effort to overcome the prejudice and 
reverse its effects)

• Likelihood = (probability * exposure)
• Overall risk = (gravity * effort to overcome the prejudice 

and reverse its effects) * (probability * exposure)
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FRIA model

https://www.dpdenxarxa.cat/pluginfile.php/2468/mod_folder/content/0/FRIA_en_def.pdf


Risk evaluation in context: Catalan 
DPA’s FRIA model (2025)
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• Prejudice X is unlikely to occur (low probability)
• But the majority of the identified population would be affected 

(high exposure)
• Minor prejudice encountered by affected individuals/groups (low 

gravity)
• Suffered prejudice could be overcome with a few difficulties 

such as stress and extra cost (medium effort)
• Overall risk = high likelihood * medium severity = high risk
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FRIA model

https://www.dpdenxarxa.cat/pluginfile.php/2468/mod_folder/content/0/FRIA_en_def.pdf


Q&A
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