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Privacy leaks at the class-level

Privacy Leaks in Java Classes, Ada-Europe 2014, by Jacob Sparre Andersen: https://jacob-sparre.dk 

https://jacob-sparre.dk/


Privacy leaks beyond the class level

Mapping Data Flows, SIPA - Columbia University: https://mappingdataflows.com 

https://mappingdataflows.com/
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What does privacy mean to you?



What does privacy mean?

Source: David Banisar

Over 150 
countries!
And the list
is growing

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1951416


What does privacy mean?

• Right to know, access, export
• Right to update (rectify)

• Right to delete (“be forgotten”)
• Right to data portability
• Plus more…
• Right to restriction of processing

• Right not to be subject to automated decision-
making, incl. profiling (GDPR)

• Right to opt out of sensitive data processing (CPRA)



What does privacy mean?

Image: Gatha Varma

https://blog.openmined.org/of-legal-tangles-and-synthetic-datasets-gdpr-and-synthesis/


What does privacy mean?

• Privacy isn’t about hiding everything!
• Society runs on information flows, but these flows should be context-appropriate
• Data type, data subject, sender, recipient, legal basis, and purpose all matter



Why does privacy matter?



Privacy threats

Non-Compliance

Identifying Linking

Non-
Repudiation

Data 
Disclosure

Detecting

Unawareness
Unintervenability

Threats for 
your company

Threats for 
individuals

Image: Freepik, threats: LINDDUN

https://www.freepik.com/free-vector/iceberg-illustration-ocean_9891968.htm
https://linddun.org/


Privacy harms

Privacy Threat

Linkability

Identifiability

Non-Repudiation

Detectability

Data Disclosure

Unawareness, 
Unintervenability

Non-Compliance

Privacy Harms

Physical Harms

Economic Harms

Reputational Harms
Autonomy Harms
Psychological Harms
Discrimination Harms
Relationship Harms
Harm to the Business

Autonomy Harms

Coercion

Manipulation

Failure to Inform
Thwarted Expectations
Lack of Control
Chilling Effects

Privacy Harms, Citron & Solove, Boston University Law Review (2022)

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3782222


Privacy harms: manipulation

Source: The Markup

https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you


Privacy at the code level



Privacy leaks at the class-level: an alternative perspective



Privacy in API design

Beyond the DTOs, also ensure that personal data is not included in endpoint paths:

privacy-rocks.com/settings/maria@email.com

privacy-rocks.com/confirmation?user=andreas@email.com&token=ab456d

Otherwise, this data may be stored in the browser history and server logs, and gets sent to:

• Proxies and CDNs
• Google (or other ad vendor) and analytics providers
• Observability tooling

• …



Privacy in observability tooling



Privacy in sensitive contexts



Privacy in sensitive contexts



Privacy in sensitive contexts

In some contexts, every third-party request 
your web page or app makes may be an 
inappropriate flow of personal data!

Starting points:
• <meta name="referrer" content="no-
referrer" />

• Don’t include trackers (Google Analytics, 
Facebook Pixel / embedded social media or 
sharing links, videos…)

• Beware hidden tracking (e.g. Stripe)

• These are even easier to overlook when 
developing a mobile app!

Source: IEEE Security & Privacy

https://www.computer.org/csdl/magazine/sp/2023/01/09990902/1J9z9wIXRao


Privacy at the infrastructure level



How to keep track of personal data?
• Internal policies

• Code-level annotations
• Data and software catalogues

• Personal data detection and data-flow mapping

Privacy operations: rights at scale

All open source! Check them out here: Privado, Fides Lang, Semgrep, Coconut IDE 

https://github.com/Privado-Inc/privado
https://ethyca.github.io/fideslang/
https://github.com/semgrep/semgrep
https://coconut-ide.github.io/


• Once you’ve found the data, you then need to 
deal with incomplete exports or deletions due to:
• Eventual consistency, caching, synchronization

• Outages, timeouts

• Immutable or “immutable in practice” data stores

• Data warehousing and long-running data pipelines

• Backups

• Two complementary approaches
• Pseudonymize personal data -> centralize storage

• Event-based pipelines
• …perhaps using Change Data Capture! J

Privacy operations: rights at scale

Source: Imgflip

https://imgflip.com/


Deletion methods:

• API calls to each service (synchronous 
or async)

• Event-driven

• Offline / manual

Deletion needs to be replayable to 
handle:

• Outages

• Disaster recovery

Best if the team that owns each system 
also owns their role in export/deletion

Privacy operations: rights at scale

Source: Twitter Engineering

https://blog.x.com/engineering/en_us/topics/infrastructure/2020/deleting-data-distributed-throughout-your-microservices-architecture


Cross-border data transfers in the cloud

Source: Submarine Cable Map by TeleGeography

https://www.submarinecablemap.com/


Privacy by design in the SDLC



1. Proactive not reactive; preventative not 
remedial

2. Privacy as the default setting
3. Privacy embedded into design
4. Full functionality – positive-sum, not 

zero-sum

Privacy by design



5. End-to-end security – full lifecycle 
protection

6. Visibility and transparency – keep it 
open

7. Respect for user privacy – keep it user-
centric

Privacy by design



Security controls in the SDLC



• Threat modeling from initial design phase onwards
• Training and internal enablement

• Static code analysis
• Data and software cataloguing
• Privacy vulnerability handling

• Runtime scanning
• PII detection

• Data Loss Prevention (DLP)

• Privacy penetration testing and red-teaming

Privacy by design in the SDLC with privacy controls



Thanks for listening!


