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• Lead Dynatrace’s Privacy Engineering team in 

close collaboration with our Product Security 

teams

• Outside of work: research and tech policy, trail 

running, hiking, skiing…

• Previously: hacking CPUs at TU Graz

whoami
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• Why?

• And what does ‘by design’ really mean?

• When?

• How?

• Two case studies: technical privacy controls, scaling vulnerability management

• Q&A

Outline
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Why?



Why care about security and privacy by design?
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https://media.ccc.de/v/38c3-wir-wissen-wo-dein-auto-steht-volksdaten-von-volkswagen


Why care about security and privacy by design?
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https://media.ccc.de/v/38c3-wir-wissen-wo-dein-auto-steht-volksdaten-von-volkswagen


Why care about security and privacy by design?
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https://media.ccc.de/v/38c3-wir-wissen-wo-dein-auto-steht-volksdaten-von-volkswagen


Why care about security and privacy by design?

Volkswagen 2024 data breach (coverage: 38C3, Der Spiegel)

Insecurity by design

• Spring API endpoint to retrieve heap dumps publicly exposed

• Contained credentials for AWS account and IDP’s client ID and client secret

• Leaked data for 800 000 electric cars; precise location data for 460 000 of them 

• Compromised credentials not revoked after responsible disclosure
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https://media.ccc.de/v/38c3-wir-wissen-wo-dein-auto-steht-volksdaten-von-volkswagen
https://www.spiegel.de/international/business/we-know-where-you-parked-massive-data-breach-at-vw-raises-questions-about-vehicle-privacy-a-4b1cb926-2edb-42ea-92fb-5000cd378fc5


Why care about security and privacy by design?

Volkswagen 2024 data breach (coverage: 38C3, Der Spiegel)

Privacy violated by design - but it’s ok, it’s not ‘sensitive’ data (!!)

• No pseudonymization

• Geo-coordinates not truncated (10cm precision)

• EU eCall Regulation (2015): mandates microphones, GPS, and internet/cellular comms in 

cars 

9

https://media.ccc.de/v/38c3-wir-wissen-wo-dein-auto-steht-volksdaten-von-volkswagen
https://www.spiegel.de/international/business/we-know-where-you-parked-massive-data-breach-at-vw-raises-questions-about-vehicle-privacy-a-4b1cb926-2edb-42ea-92fb-5000cd378fc5


What?



What does ‘by design’ really mean?
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Voluntary pledge to 
demonstrate progress in seven 

areas (US CISA)

Security is a core business 
requirement, principles implemented 

during design, secure defaults (US 
CISA)

Principles implemented during 
design and data processing, 

private defaults (GDPR)

1 2 3

https://www.cisa.gov/securebydesign
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://www.cisa.gov/securebydesign


What does ‘by design’ really mean?

A diagram of data protection

Description automatically generated with low confidence
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https://blog.openmined.org/of-legal-tangles-and-synthetic-datasets-gdpr-and-synthesis/
https://www.sfu.ca/~palys/Cavoukian-2011-PrivacyByDesign-7FoundationalPrinciples.pdf


Shifting risk from customers -> company
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When?



Controls in the SDLC
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https://www.dynatrace.com/news/blog/what-is-devops/


Secure Development Lifecycle: Dynatrace Edition

secure-development-controls-overview
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https://docs.dynatrace.com/docs/manage/data-privacy-and-security/data-security/secure-development-controls


How?
Case Study 1: Privacy Controls



(Ideal) Scope of Privacy Controls
A diagram of data protection

Description automatically generated with low confidence
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Already 
covered by 

security 
controls

https://blog.openmined.org/of-legal-tangles-and-synthetic-datasets-gdpr-and-synthesis/


Mapping Personal Data Flows
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• Code-level annotations

• Per-system manifests

• Scanning

• Code-level: Privado, Trustworks

• Database and data warehouse level: assorted vendors 

(‘data discovery’)

https://ethyca.github.io/fideslang/resources/system/
https://www.trustworks.io/solutions/privacy-by-design-code-scanner


Privacy Code Scanning with Semgrep
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Regexes adapted from Privado OSS

https://github.com/Privado-Inc/privado/tree/main/rules/sources


Privacy Code Scanning with Semgrep
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A Look Into The Future…
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• Privacy threat 
modeling

• Impact assessment

• Technical privacy reviews
• Coding guidelines
• Docs and enablement
• Developer platform 

integrations

• Privacy manifest
• Quality gates

• Data catalog
• Automated personal data 

flow mapping
• PII detection
• Data loss prevention
• Abuse detection

• IaC policies for 
cross-border infra

• Static code analysis
• Code- and system-

level personal data 
annotations

• Automated testing 
of privacy-relevant 
features

• Privacy penetration 
testing

• Red teaming

• Privacy ops (privacy 
rights fulfillment)

• Incident / data breach 
response

• Disaster recovery

https://www.dynatrace.com/news/blog/what-is-devops/


How?
Case Study 2: Scaling Vulnerability Management



Scaling Vulnerability Management

Maturity level 0

• Vulnerabilities get discovered by accident ☺ 

• Nobody feels responsible for them

25

https://imgflip.com/


Scaling Vulnerability Management

Maturity level 1

• Somebody feels responsible for manually finding and handling vulnerabilities

• …and is drowning in work trying to handle them

• The teams owning vulnerable codebases are rarely cooperative
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https://imgflip.com/


Scaling Vulnerability Management

Maturity level 2

• Automated scanning will solve all our problems   

• Owning teams have been coerced into gently reminded of the importance of  prompt vuln handling
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https://imgflip.com/


Scaling Vulnerability Management

Maturity level 3

• Basic scan results are extended with context-specific insights to reduce false positives and speed up 

triage and prioritization
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Scaling Vulnerability Management

Maturity level 3+

• Context-specific deduplication and automated triage 
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Scaling Vulnerability Management
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Scaling Vulnerability Management

But wait a second…

Finding vulnerabilities is only part of the story!

What have we missed so far?
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Scaling Vulnerability Management

Prevent

• Understand what you have where (software + data 

catalog)

• Secure defaults, a.k.a. paved roads, golden paths, 

guardrails -> prevent entire vuln classes

• Automated patching

• Security advocate / champion programs

Remediate

• Leadership buy-in

• Establish guidance for each vuln class, upskill devs

• Automate remediation monitoring
How to Kill Bug Classes with Secure Guardrails,

Clint Gibler & Colleen Dai
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https://docs.google.com/presentation/d/107Bk9auZ5_gmneRQNv5iauKu0FRjdExiVOaCVNQOQXA/edit?usp=sharing
https://docs.google.com/presentation/d/107Bk9auZ5_gmneRQNv5iauKu0FRjdExiVOaCVNQOQXA/edit?usp=sharing


Scaling Vulnerability Management
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Thanks for listening!



Copyright Notice

• Dynatrace content and branding: © 2025 Dynatrace LLC
• Third-party images, text, and videos: see links for attribution
• Unattributed images: used under license from the Noun Project
• All other content: original work by the author, may be reused with attribution
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https://thenounproject.com/


CLO UD D ONE RIGHT
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