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• I will try to do the impossible today and make geopolitics relatively unpolitical!

• Opinions and recommendations are my own and not those of Dynatrace or the Security 

Forum



https://www.submarinecablemap.com/


https://www.thetimes.com/uk/defence/article/russia-secret-war-uk-waters-submarines-dpbzphfx5


https://github.com/cattius/opcodetester/blob/master/presentation.pdf
https://datasheets.chipdb.org/VIA/Nehemiah/VIA%20C3%20Nehemiah%20Datasheet%20R113.pdf
https://github.com/cattius/opcodetester/blob/master/presentation.pdf
https://github.com/cattius/opcodetester/blob/master/presentation.pdf


https://pietroborrello.com/talk/custom-processing-unit-blackhat-usa/bh_ucode.pdf


https://www.eetimes.com/intel-2-0/






“It’s undoubtedly the worst in my lifetime. And I suspect in 
yours too.”

https://www.nato.int/cps/en/natohq/opinions_231348.htm


https://www.bbc.com/news/world-europe-66752264


https://time.com/6334258/putin-nuclear-arms-control/
https://www.bbc.com/news/world-europe-66752264


https://time.com/6334258/putin-nuclear-arms-control/
https://www.bbc.com/news/world-europe-66752264
https://www.reuters.com/world/europe/dutch-parliament-calls-end-reliance-us-software-2025-03-18/


https://time.com/6334258/putin-nuclear-arms-control/
https://www.bbc.com/news/world-europe-66752264
https://www.theguardian.com/us-news/live/2025/apr/06/donald-trump-tariffs-keir-starmer-uk-world-live-news-updates
https://www.reuters.com/world/europe/dutch-parliament-calls-end-reliance-us-software-2025-03-18/


“Our information space has become a geopolitical 
battleground.”

https://www.eeas.europa.eu/sites/default/files/documents/2025/EEAS-3nd-ThreatReport-March-2025-05-Digital-HD.pdf


“It is time to shift to a wartime mindset.”

https://www.nato.int/cps/en/natohq/opinions_231348.htm


https://www.dsn.gv.at/501/files/VSB/180_2024_VSB_2023_V20240517_BF.pdf
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A person inserting a needle into another person’s arm

https://www.bbc.com/news/articles/c9ww90j9dj8o
https://therecord.media/qilin-ransomware-gang-synnovis-extortion-posting-darknet
https://www.synnovis.co.uk/news-and-press/18122024-synnovis-update-on-cyber-incident-18-december-2024
https://www.ft.com/content/d2be7c65-bf44-4a7d-9791-6deafe66659f
https://www.ft.com/content/d2be7c65-bf44-4a7d-9791-6deafe66659f
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https://en.wikipedia.org/wiki/Loose_lips_sink_ships


Strava Red "heat lines" are arrayed neatly in the pattern of roads and streets on a dark black map

https://www.bbc.com/news/technology-42853072


https://media.ccc.de/v/38c3-wir-wissen-wo-dein-auto-steht-volksdaten-von-volkswagen


https://media.ccc.de/v/38c3-wir-wissen-wo-dein-auto-steht-volksdaten-von-volkswagen


https://www.spiegel.de/international/business/we-know-where-you-parked-massive-data-breach-at-vw-raises-questions-about-vehicle-privacy-a-4b1cb926-2edb-42ea-92fb-5000cd378fc5


•

•









https://www.iccl.ie/wp-content/uploads/2023/11/Europes-hidden-security-crisis.pdf
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https://www.wsj.com/politics/national-security/u-s-spy-agencies-know-our-secrets-they-bought-them-791e243f


https://474803.fs1.hubspotusercontent-na1.net/hubfs/474803/Gravy%20Analytics%20Incident%20Fact%20Sheet_03032025.pdf
https://474803.fs1.hubspotusercontent-na1.net/hubfs/474803/Gravy%20Analytics%20Incident%20Fact%20Sheet_03032025.pdf


https://474803.fs1.hubspotusercontent-na1.net/hubfs/474803/Gravy%20Analytics%20Incident%20Fact%20Sheet_03032025.pdf
https://474803.fs1.hubspotusercontent-na1.net/hubfs/474803/Gravy%20Analytics%20Incident%20Fact%20Sheet_03032025.pdf


https://474803.fs1.hubspotusercontent-na1.net/hubfs/474803/Gravy%20Analytics%20Incident%20Fact%20Sheet_03032025.pdf
https://474803.fs1.hubspotusercontent-na1.net/hubfs/474803/Gravy%20Analytics%20Incident%20Fact%20Sheet_03032025.pdf
https://www.unacast.com/
https://www.unacast.com/products/data-linkages


Image

https://x.com/fs0c131y/status/1876975966334964076


https://play.google.com/store/apps/details?id=com.king.candycrushsaga
https://play.google.com/store/apps/details?id=com.king.candycrushsodasaga
https://play.google.com/store/apps/details?id=com.royal.king.rescue&hl=en
https://play.google.com/store/apps/datasafety?id=com.royal.king.rescue&hl=en
https://play.google.com/store/apps/datasafety?id=kjv.bible.kingjamesbible
https://play.google.com/store/apps/datasafety?id=uk.gov.metoffice.weather.android
https://play.google.com/store/apps/details?id=de.wetteronline.wetterapp
https://play.google.com/store/apps/details?id=com.tumblr
https://play.google.com/store/apps/datasafety?id=com.citymapper.app.release
https://gist.github.com/fs0c131y/f498b21cba9ee23956fc7d7629262e9d


https://nrkbeta.no/2020/12/03/my-phone-was-spying-on-me-so-i-tracked-down-the-surveillants/


https://nrkbeta.no/2020/12/03/my-phone-was-spying-on-me-so-i-tracked-down-the-surveillants/


https://nrkbeta.no/2020/12/03/my-phone-was-spying-on-me-so-i-tracked-down-the-surveillants/


https://nrkbeta.no/2020/12/03/my-phone-was-spying-on-me-so-i-tracked-down-the-surveillants/


https://www.iccl.ie/wp-content/uploads/2023/11/Europes-hidden-security-crisis.pdf


https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you


https://www.first.org/cvss/calculator/3-0


• Location data is sensitive data

• If you can, don’t collect it at all; otherwise, minimize collection and use defense in 

depth

• Threat modeling potential threats to your users (and national security!) posed by ad 

platforms and third-party SDKs requires:

• A code- and packet-level audit

• Imagination!

• How to collect location data while protecting ‘sensitive’ locations is still an open 

question







https://www.horizon3.ai/attack-research/attack-blogs/cisco-ios-xe-cve-2023-20198-theory-crafting/
https://www.horizon3.ai/attack-research/attack-blogs/cisco-ios-xe-cve-2023-20198-theory-crafting/


https://censys.com/cve-2023-20198-cisco-ios-xe-zeroday/
https://www.cisco.com/c/en/us/products/collateral/routers/asr-903-series-aggregation-services-routers/datasheet-c78-715294.html


https://www.congress.gov/103/statute/STATUTE-108/STATUTE-108-Pg4279.pdf


https://thediplomat.com/2024/10/how-chinas-salt-typhoon-hackers-broke-into-us-telecoms/


https://www.atlanticcouncil.org/content-series/cybersecurity-policy-and-strategy/the-eight-body-problem-exploring-the-implications-of-salt-typhoon/
https://www.atlanticcouncil.org/content-series/cybersecurity-policy-and-strategy/the-eight-body-problem-exploring-the-implications-of-salt-typhoon/


https://www.cisa.gov/news-events/alerts/2024/12/18/cisa-releases-best-practice-guidance-mobile-communications
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https://spectrum.ieee.org/the-athens-affair


• Our work matters!

• Salt Typhoon is not the first – or the last – threat actor to target lawful 

interception

• Backdoors will always be high-value targets that are near impossible to 

protect

• Security by obscurity will fail

• Legal/procedural protections will fail

• Even solid technical protections will likely fail at scale







https://www.thehagueprogram.nl/
https://virtual-routes.org/




A screenshot of the iOS "Allow Apps to Request To Track" option.

ios-17-iphone-14-pro-settings-privacy-app-privacy-report

https://krebsonsecurity.com/2024/10/the-global-surveillance-free-for-all-in-mobile-ad-data
https://krebsonsecurity.com/2024/10/the-global-surveillance-free-for-all-in-mobile-ad-data
https://support.apple.com/en-us/102188
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https://thenounproject.com/


CLOUD D ONE R IGHT
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