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Recap: last year’s talk

"In our age there is no such thing as 'keeping out of politics.” All issues are political issues, and politics
itself is a mass of lies...” ~ George Orwell, 1941



https://en.wikipedia.org/wiki/Loose_lips_sink_ships

Recap: last year'’s talk

For customers, there is "no need to do
anything, since no sensitive data like
passwords or payment information was
affected.”

Volkswagen's statement to Der Spiegel

Q


https://www.spiegel.de/international/business/we-know-where-you-parked-massive-data-breach-at-vw-raises-questions-about-vehicle-privacy-a-4b1cb926-2edb-42ea-92fb-5000cd378fc5

“No sensitive data was affected...”

~ Werbesucht wann eine
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https://media.ccc.de/v/38c3-wir-wissen-wo-dein-auto-steht-volksdaten-von-volkswagen
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Employment
* Decision maker for Government -
National Security

Most frequent locations

e Rue de la Loi 200, 1049 Bruxelles
e Av. du Bourget 44, 1130 Bruxelles
* Oncology Centre, Universitair

Ziekenhuis, Laarbeeklaan 101 -

1090 Brussels

More locations )

Home

“No sensitive data was affected...”

Financial interest tags
* Personal Debt M
¢ Bankruptcy oney
¢ Gambling (high spender)
More )
Psychology affinity
* Dutiful: low affinity Ego
* Materialistic: high affinity

More )
Lifestyle & health tags
* Frequent alcohol purchaser
* Menopause
* Panic / anxiety disorder
More )

Most frequent devices
e Galaxy S22 Ultra 5G: SM-S9080
¢ Windows 11 PC / Chrome
e Samsung TV Tizen 6.0

Frequent web visit v

» www.avocat-vdb.be/en/ <"

* www.uzbrussel.be/en/web/
oncologisch-centrum/

zorgverleners-maagtumor
Web history )

Frequent app use

* Tinder  Compromise
e Uber
App history )

More ),"'

Reciprocation


https://www.iccl.ie/wp-content/uploads/2023/11/Europes-hidden-security-crisis.pdf

What's happened since?

A Universe of Tokens  The Algorithmic Bridge 1

Meta employees used 60.2 trillion Al tokens over 30 days.
Token counts include the amount of text in all inputs and
outputs, as well as the model’s thought processes, which often
far exceed the visible output in length.

Here’s how that compares to other works.

2.66T tokens — Every book in the Library of Congress

15T tokens — Tokens used to train Meta’s Llama 3

15T

~20T tokens — All books ever published (est.)

60.2T tokens — Meta’s total token usage over 30 days

60.2T

Source: The Information

It's not just Meta, though. Nvidia CEO Jensen Huang said in the All-In Podcast that if a
$500k engineer spent less than $250k a year in tokens, he'd be “deeply alarmed.”


https://www.thealgorithmicbridge.com/p/inside-the-ai-industrys-most-expensive

We're processing more sensitive data than ever before...

Displaying ads broadcasts your users’ data to the world

The sale of a single ad slot often involves an auction of auctions, with several ad exchan,
running competing auctions that are coordinated by a Supply s e Pla 4 m (SSP). This
increases the number of DSPs that receive (he broadcasted data.

Step 1. —
Person loads &
webpage or app. Supply Side Platform

D G ] i (s

2N\ Your health Real-time feed of The whole Legal oopsies that will
: 74\ | 7 and darkest government and world's a!e{:initell/ not cowme
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We're processing more sensitive data than ever before...

Le.gal oopsies that will
deFinitely not come
back to haunt us

Your health Real-time fFeed of The whole
and darkest government and world's
fears m-.[uto.ry de_c;s.sons corporate. IP

. l ' Microsoft
[Antkropuc] [ OpenAl ] AwWS ( ;:er ]




We're processing more sensitive data than ever before...

...certain written exchanges that defendant
Bradley Heppner had with a generative artificial
intelligence (“Al") platform were not protected

from government inspection...Heppner could
have had no “reasonable expectation of
confidentiality in his communications” with
Claude.

~ United States vs. Heppner (2026)

ﬂiu


https://fingfx.thomsonreuters.com/gfx/legaldocs/xmvjyjekkpr/Rakoff%20-%20order%20-%20AI.pdf

...in @ highly unstable geopolitical context Credit: Michael Staudacher
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https://www.linkedin.com/feed/update/urn:li:activity:7435700156747988992/
https://www.linkedin.com/feed/update/urn:li:activity:7435700156747988992/
https://www.linkedin.com/feed/update/urn:li:activity:7435700156747988992/

LTy TOP10

« You are vulnerable to sensitive information leakage by making logging and alerting events

visible to a user or an attacker (see A01:2025-Broken Access Control), or by logging sensitive

information that should not be logged (such as Pll or PHI).

CERT Oracle Secure Coding Standard for Java (2011):
“Do not log sensitive information outside a trust boundary”


https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/

“...outside a trust boundary”

My customers' data
| | |
| | |
| | |
| i I
| | |

v \I/ \IZ My trust bouno(o\ry

My awesome
SaaS service
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Sensitive data? In my logs?




LTy TOP10

« You are vulnerable to sensitive information leakage by making logging and alerting events
visible to a user or an attacker (see A01:2025-Broken Access Control), or by logging sensitive
information that should not be logged (such as Pl or PHI).

Have you faced this?
What happened?


https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/

Sensitive: credentials (yours and your customers')

salesforce accesstoken ~Dynatrace API key
PyPi API token GitHub personal access token
Azure access token (base64) Rancher secret key

Azure AD client secret
EIaStlc API key OpenAl project API key

am Stripe live secret key
Slack app signhing secret AWS access key ID

HashiCorp Vault service token

OpenStack EC2 credentials

Snowflake JWT token NPM access token
Bitbucket OAuth key Hashed password



https://www.canva.com/word-cloud-generator/

Also sensitive: PII

Personal identification number

Passport number
Telephone number

Cookie

Postal code Firstname

Region User ID Last name

Email address
City

" Email address
Date of birth

Bank account number
Health insurance number



https://www.canva.com/word-cloud-generator/

Also sensitive: other personal data and customer data

ITS JUST IIS PII(IGESSIHE llTIIEII PEI)I’lE'S DATA



https://imgflip.com/

Case study: tax offices

[At the Canadian
Revenue Office] if you
go and look up a
person’s financial
data..No questions, just
fired.

Tanya Janca, “Privacy by Design:

Making Threat Modeling Work for
Data Protection” (2025)

- Robust access controls in place at the
tax office itself ©

- But what about at the tax office's
service providers?

- What could happen if each one
says, “Customer data isn’t that
sensitive. They choose to send it to us
anyway. They should remove secrets
beforehand!” ?

c,|21


https://www.youtube.com/watch?v=mC1TGCFjaOU
https://www.youtube.com/watch?v=mC1TGCFjaOU
https://www.youtube.com/watch?v=mC1TGCFjaOU

Case study: tax offices

- Dealing with billions of logs per day

- Nation state actors in their threat
model

- Redaction creates a false sense of
security, either you miss a lot or you
redact too much

- Devs need logs for troubleshooting

We try to keep PII
out of our logs,
but we keep

finding leaks!

- Fraud investigation teams need logs and
Ben Conrad and Gerald Benischke, audit events because providing false data is

“Scaling application security to 100+ the main way someone ‘hacks’ a tax office
teams at HMRC Digital” (2023)

f’|22


https://www.youtube.com/watch?v=FbIeDf4oVgw
https://www.youtube.com/watch?v=FbIeDf4oVgw

Case study: tax offices

DDCYLS-8197: remove exception from log as
displaying PIl #583

D I crocd 1 commitinto main from DDCYLS-8197-removeAddressFromLog (G
on Mar 11

£ Conversation 1 -0~ Commits 1 [l Checks o Files changed 1 +1-1 8@

(D uO Al commits ~ 0/1 b ® Qo

v ..r/SubscriptionServiceConnector.scala @ -4 +1-1 88 [] viewed (9]
5 @@ -60,7 +6@,7 @@ class SubscriptionServiceConnector @Inject() (httpClient:
HttpClientV2, appConfi
60 60 } recoverWith { case e: Throwable =>
61 61 // $COVERAGE-OFF$Loggers
62 62 logger.warn(
63 - s''Subscribe SUB@2 request failed for acknowledgementReference :
${request.subscriptionCreateRequest.requestCommon.acknowledgementReference}.
Reason: $e"
63 + s'""Subscribe SUB@2 request failed for acknowledgementReference :
${request.subscriptionCreateRequest.requestCommon.acknowledgementReference}."
64 64 )
65 65 // $COVERAGE-ON
66 66 Future.failed(e)
5

) GitHub


https://github.com/hmrc/eori-common-component-registration-frontend/pull/583
https://github.com/hmrc

Personal data >>> PII

“Mr. ? lives in ZIP [postal] code 02138
and was born on 31.07.1945."

2\

\7.

Q



Personal data >>> PII

“Computer scientists have recently undermined our faith in the
privacy-protecting power of anonymization...by deleting
information like names and social security numbers. These scientists
have demonstrated they can often 'reidentify’ or 'deanonymize’
individuals hidden in anonymized data with astonishing ease. By
understanding this research, we will realize we have made a
mistake...This mistake pervades nearly every information privacy
law, regulation, and debate, yet regulators and legal scholars have
paid it scant attention.”

~ Paul Ohm, “Broken Promises of Privacy: Responding to the
Surprising Failure of Anonymization” (2009)



https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1450006
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1450006

Personal data >>> PII

“Although it is true that a malicious adversary can use PII
such as a name or social security number to link data to
identity, as it turns out, the adversary can do the same
thing using information that nobody would classify as
personally identifiable...These results suggest that maybe
everything is [personal data] to one who has access to
the right outside information.”

~ Paul Ohm, “Broken Promises of Privacy: Responding to the
Surprising Failure of Anonymization” (2009)



https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1450006
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1450006

Case study: tax office (UK)

PIl

- Name
- Email address
- Address
- Tax number

- IBANs (all of them, even the
Swiss one &)

Personal data

- Income and income sources

- Student loan
- Some disabilities

- Inheritance and estate details
- When you log in (3am? Look

who's got insomnia!)

i | 2



So every log is sensitive and we're doomed? Nope ©

 Society runs on information flows, but these flows should be context-appropriate.

* Laws and standards typically take a risk-based approach:
« Is this an appropriate data flow in this context?
* Do the benefits to individuals (not to your business) outweigh the potential harm?

* Do you have appropriate mitigations in place to prevent data breaches, insider threat,
and repurposing of this data?

o




So can I log XYZ2? It depends...

Hey, can we log
request bodies and
request responses
in service X?

Why do you

need them?




So can I log XYZ2? It depends...

(1L 1D
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So can I log XYZ2? It depends...

To debug Y. There is
some PII but Jonas
said you let his team
log PII, so we thought
it's allowed now.

You don't need
that data though?
It looks like all
you need is the
request ID?

c,|31



Context matters: a cheat sheet

- What data do we need and why do we need it?
- Can we reduce this? What do we really need? (Five Whys!)

|



Context matters: a cheat sheet

- What data do we need and why do we need it?
- Can we reduce this? What do we really need? (Five Whys!)

- Have we collected data for this reason before?

| 33



Context matters: a cheat sheet

- What data do we need and why do we need it?
- Can we reduce this? What do we really need? (Five Whys!)
- Have we collected data for this reason before?

- Could it ever contain credentials or confidential information?

g | 3



Context matters: a cheat sheet

- What data do we need and why do we need it?
- Can we reduce this? What do we really need? (Five Whys!)
- Have we collected data for this reason before?
- Could it ever contain credentials or confidential information?

- Could it ever contain any personal data?
- If so, does this use case provide more benefit than harm to those people?

f’|35



Context matters: a cheat sheet

- What data do we need and why do we need it?
- Can we reduce this? What do we really need? (Five Whys!)

- Have we collected data for this reason before?
- Could it ever contain credentials or confidential information?

- Could it ever contain any direct or indirect personal identifiers?
- If so, does this use case provide more benefit than harm to those people?

- Where will it be stored and how long will it stay there for?

i | 36



Context matters: a cheat sheet

- What data do we need and why do we need it?
- Can we reduce this? What do we really need? (Five Whys!)

- Have we collected data for this reason before?
- Could it ever contain credentials or confidential information?

- Could it ever contain any direct or indirect personal identifiers?
- If so, does this use case provide more benefit than harm to those people?

- Where will it be stored and how long will it stay there for?
- Who will be able to access it?

g | s



What can we do about it?




A toolkit for preventing sensitive data exposure

Data model and Logging Code Re.gre.ssion Runtime brcp/re_dac‘t Scan
APT design patterns scanning tests exceptions on ingest logs
Design Build CI/Age.n‘t QA Runtime



Design: data model and API design

{

“d": "04401ba0-2a69-4854-9816-
#241c9A867#7%6a",

"email"; "not.cats.email@email.com”,

"name": "Cat Easdon',

"picture”; "L\ttps.:// glt-my-First-cL\a‘t-app.SB.us-
e.as't-'l.nmaZnnaws.Com/IMG1501.png",

"ereated": 1775060002,

"pl«nneﬂumber": "+43123456879"

3



Design: data model and API design

ﬂilements

/users/cat@...

Console Sources

General

Re.c:r uest URL: Lttps://co.‘t-clﬂat.a‘b/usersfco.‘t @...
Request method: GET
Status code: 200 OK

Response headers

Server: He‘thﬁf

K—.UF—Re.quest—Iol: 02ZY66299115SMYENMY...
K—N‘F—Exe.cut'ion—l?egion: us-east-2a

_J




Design: data model and API design

“You will not and will not assist or
permit any third party to pass
information, hashed or otherwise, to
Google that Google could use or
recognize as personally identifiable
information.”

~ Google Analytics Terms of Service (last updated 2023)

i | 2


https://marketingplatform.google.com/about/analytics/terms/us/

Build: standardized logging

Secure

logging
rules

Use types
to
reinforece
rule‘s

Sanitize as
best you

can

r===="7
[ [
I Enforce |
| policies |
[ ]

-

I —




Build: using types to reinforce rules

// The infamous React e.XQm(ale.
return <div dangerouslySetInnerH TML={createBody(userInput)} />

// A privacy equivalent to consider
export type ‘l'eleme.‘tr(/__I_,VERIFIED_THIS_CANNOT _CONTAIN_USER_INPUT = never;

Privgcyl_ogger.log(e.rrorb‘to as 'Te.le.me.trl/_,I_,VE RIFIED_THIS_CANNOT_CONTAIN_USER_INPUT);



Build: secure logging guidance for developers

// File and folder paﬂas contain all sorts of fun stuff:
const IFYouLogMe.YourPe.ntesting‘T eame“Figln‘bYou =
"/ Use.rs/c'to.{:u”.name,/S‘brate_gic Pr‘oje.c‘ts./ FY2%7 LayoFFs./SecurI‘ty Downsizing Plan.doex"

// Instead, if we just need to distinguish unique file paths, we could try:
function logFIlePatL\(FilePa‘tla: UnsaFeS‘tring) {
const hashedFilePath = hashSha256(filePath) as SaFeString;
log(haSL\eoll:ile.Patln);

3

// Better still, if we only need the *number* of unique file paths,
// let's just keep that number rather than storing the hashes.



CI: code scanning

O oo~ o WK

B R EPBR PR
onEWNR®

17
18

19
20
21
22
23
24
25
26
27
28

rules:
- id: no-personal-data-in-logs
languages:
- java
message: Personal data should not be output to logs
mode: taint
pattern-sources:
- patterns:
- metavariable-pattern:
metavariable: $PERSONAL_DATA
patterns:
— pattern-either:
# approximate location
- pattern-regex: (?i)(.*(?<!(capa|velo)))(city|country|continent)
# precise location
- pattern-regex: (?i)(.x(gps[™\\s/(;)#]|,=!>1{0,2}(7:location|position)|user[™\\s/(;)#]|,=!>]
{0,2}1location|latitude|longitude|geo[~\\s/(;)#]|,=!>1{0,2}coordinates) | (latlng|latlon) (\b| [~g]))
# email address
- pattern-regex: (7i)(.xemail)|(7:business|personal|work|contact) [™\\s/(;)#]|,=!>]
{0,2}email.x|.xemail[™\\s/(;)#|,=!>]1{0,2}(?:address|id)
- pattern-either:
- pattern: $PERSONAL_DATA()
- pattern: $PERSONAL_DATA = ...
pattern-sinks:
- pattern: log.$LEVEL(...)
pattern: log. ... .log(...)
- pattern: LOG.$LEVEL(...)
- pattern: LOG. ... .log(...)
- pattern: LOGGER.$LEVEL(...)
severity: ERROR

Regexes adapted from Privado 0SS

m privado OQ0 Semgrep


https://github.com/Privado-Inc/privado/tree/main/rules/sources
https://www.privado.ai/
https://semgrep.dev/

CI: code scanning

Template Helm
Privacy Code Scan Terraform Validate  Terraform Plan Helm Setup Chart

e git-privacy-ops 31 May 2024 &
Personal data should not be output to logs

Please confirm that:

« Processing this personal data is relevant and necessary
« If this data is persisted, a retention period is enforced
+ You have followed the Privacy Coding Guidelines

Reply ©&



o @ Sensitive Data Center

Q

+
*

e B & & 0

®@ O v

Requests  AuditLog  Policles  Scanner

Sensitive Data Scanner
Configure Grail scans to detect ingestion of sensitive data, such as credit card numbers and IBANs.

Schedule a scan

— [
ses
a-es Schedule a recurring scan for continuous
maonitoring.
Y Filter scans
Name Data types Status  Interval + Created at  Execution history
l Scan 1 with policy IBAN & Active  12hours  1/12/2026,10:00:00 AM (S NN NN H
Scan 2 with two policies Phone number Active  12hours  1/12/2026, 10:30:00 AM (N I NN i
Scan 3 with one policy IP v4 & v6 addresses Active  24hours  1/12/2026, 11:00:00 AM (N NN NN H
Scan 5 Dynatrace AP token Active 24 hours  1/12/2026,12:00:00 PM (N NN NN H
Scan5 Email address Active 6 hours 1/12/2026, 1:00:00 PM (N N I H
Scan 6 Credit card numbers Active 6 hours 1/12/2026, 2-00:00 PM (N N NN H
Scan 7 Credit card numbers, IBAN Active 6 hours 1/12/2026, 3:00:00 PM N I NN :
Scan 8 Credit card numbers, Dynatrace API token, Email address, IBAN, IP v4 & v6 address..  Active 6 hours 1/12/2026, 4-:00:00 PM (N I I H

20 v  rows per page

Page lof1 <




Runtime: exceptions for data flow enforcement

Build upon runtime authorization (who can access this data?) to add runtime data flow
enforcement (what can we do with this data and where can it go?)

- ———— -
______ _l olic
! My use case: | | Ssoeeler
| mo.rlce‘ting I I |
Marketing . I Allowed |
Mail } sSsSO | use cases: |
Service R&ques‘ts 100 :Us.er managemeﬂt'
user emails Auth/login |
! Audit |
e - - — — -
Your permissions gran‘t you
access, but this use case
Marketing violates wy policy.
Mail | << Sso
Service 403: Forbidden

Q

49



Runtime: exceptions for data flow enforcement

When SSO data is provided for a valid use case, its policy comes with it and is applied
downstream by our sanitizing logger when an application tries to log it.

My
Awesowme

Login UI e = :
| 550 Pohct{ I
i o M I ----------- l

userIld: "abOfe...", |
locale: "de-4T", | Allowed |
W . o use cases: |
.loa(use_r) event: |ng ! | :
timestamp: 1F¥F9¢1721, | User management
| AM‘tlﬁ/’[og‘m |
3’ Audit |
e - - - = -

2026-05-05 09:02:01 WARN

Logging Log at line 22 redacted.
Interface E Violated Pohcy: SSO,

Please remove this log call.

Q



Runtime: exceptions for data flow enforcement

A single policy zone in the warehouse

® Datatable - Datadependency

Source: Facebook
Engineering blog



https://engineering.fb.com/2025/07/23/security/policy-zones-meta-purpose-limitation-batch-processing-systems/
https://engineering.fb.com/2025/07/23/security/policy-zones-meta-purpose-limitation-batch-processing-systems/
https://engineering.fb.com/2025/07/23/security/policy-zones-meta-purpose-limitation-batch-processing-systems/

Runtime: exceptions for data flow enforcement

719 vl TR
4 Dating Profile
Edit Profile Preview Profile
Lifestyle
Add kids -
Mever -
Add drinking -
----------------------------------
I\ Beliefs
Christian M
-----------------------------------
Interests Edit

Hiking Reading Lists Dogs

Music

J3 Add music
Compliments
Mo match compliments to display yet.

8:06 wo T

4 Dating preferences

I'm interested in...

We'll take your selections into consideration,
but we'll show you the best options from
everybody available.

<7 Dating location
Distance from you
M fare E
ﬁﬂ Age range
Mo preferance
OO Looking for
Mo prefere E
ﬁj Height range
Mo prefare E
@ Languages spoken
Mo preference
@ Education levels

Io prefere

& .

=4 Smoking
| refer E

Y Drinking
| refer E

------------------------------------

-------------------------------------

Source: Facebook
Engineering blog

* Religious beliefs are sensitive
personal data (GDPR) and must not be
repurposed, e.g. to personalize
Instagram feeds (purpose
limitation).

» With a data landscape this complex,
this could easily happen by mistake
without anyone realizing they're
violating the law.

» Runtime exceptions enforcing policies
about data flows prevent this.


https://engineering.fb.com/2025/01/22/security/how-meta-discovers-data-flows-via-lineage-at-scale/
https://engineering.fb.com/2025/01/22/security/how-meta-discovers-data-flows-via-lineage-at-scale/
https://engineering.fb.com/2025/01/22/security/how-meta-discovers-data-flows-via-lineage-at-scale/
https://engineering.fb.com/2025/01/22/security/how-meta-discovers-data-flows-via-lineage-at-scale/

Runtime: exceptions for data flow enforcement

02 WHAT WETRIED

Take
inspiration
from security

Web
Service

User wants to filter matches by religion

<dating_search> policy zones initialization

1. Client-facing service initializes Policy
Zones with <dating_search> purpose

2. Propagates <dating_search> context
through intermediate services

3. Policy Zones check runs in storage layer:

can <religion> data be used for
<dating_search> purpose?

Diana Marsala, Meta, PEPR 2025

l <dating_search>

Indexer
Service

l <dating_search>

/1
\\]—]

<religion> policy zones check

Source: Diana Marsala,

USENIX PEPR 2025

Storage
Service

DataStoreC

12



https://www.usenix.org/conference/pepr25/presentation/marsala
https://www.usenix.org/conference/pepr25/presentation/marsala
https://www.usenix.org/conference/pepr25/presentation/marsala

Runtime: exceptions for data flow enforcement

05 A MONOLITHIC POLICY

Create multiple
independent
swimlanes

o Requirements are independent at runtime
e Removes alignment bottlenecks
e Moves taxonomizing off the critical path

o Complex features can be limited to the
relevant requirements that need them

Diana Marsala, Meta, PEPR 2025

init

init

init

init

init

ServiceA

init

init

init

init

log ‘ check | check H check ‘ check

reinit |

ServiceB

ServiceC

| check H check | check H check H check

DataStoreC

Source: Diana Marsala,

USENIX PEPR 2025

27



https://www.usenix.org/conference/pepr25/presentation/marsala
https://www.usenix.org/conference/pepr25/presentation/marsala
https://www.usenix.org/conference/pepr25/presentation/marsala

Runtime: scanning and redaction

[StorageManager ]

20206-04-22 14:37:39.187 INFO

{allocMBytes=0.04195404052734375, result=SUCCESSFUL}

Luhn Algorithm Check

MII (Major Industry Identifier)
Bank Name

Bank Country

BIN/IIN (Bank/Issuer
Identification Number)

PAN (Primary Account Number)
Network/Brand

Checksum

Passed

Banking And Financial
Cjsc Alfa Bank

Russian Federation g

419540

405273
Visa

4

visa
g

4119540 | 4

Bank: Cjsc

MII: 4
PAN: 405273



https://dnschecker.org/credit-card-validator.php

Runtime: scanning and redaction

False positives and alert fatigue are many times worse than when scanning code
repositories for hard-coded secrets, because timestamps, costs, file sizes, ..., can all

look like credit card numbers, phone numbers, or IBANS!

This makes context essential:

Are there digits before and after? False positive

Is there a digit and decimal point before, or vice versa after? False positive
Is this part of a UUID or other hex value? False positive

Match only relevant regions/brands

Carefully curate exclusion rules

i | 56



Runtime: scanning and redaction

Presidio Detection Flow

Regex NER(ML)* Checksum Context Words ~ Anonymization
pattern leveraging natural validate patterns increass the multiple
recognition language to detect (if applicable) detection anonymization
entities confidence technigues

INPUT:  Hi, my name is David and my numberis 212 555 1234 v

OUTPUT:  Hi, my name is GGELY and my number is (R il

=" presidio



https://microsoft.github.io/presidio/
https://github.com/microsoft/presidio/

Runtime: scanning and redaction 4

4 pii-masking-BGGkh

@ World's largest open dataset for privacy masking @

The dataset is useful to train and evaluate models to remove
personally identifiable and sensitive information from text,

especially in the context of Al assistants and LLMs.

Ai4Privacy |~ Hugging Face

We run the Presidio open source
package automatically on a
subset of datasets to improve ML
creators’ level of information.
According to the recognizer
model and detection patterns,
this dataset may contain the
following Pl types:

20% of rows may contain emails
I

of rows may contain
0.5% .
sensitive Pl



https://huggingface.co/datasets/ai4privacy/pii-masking-300k
https://huggingface.co/datasets/ai4privacy/pii-masking-300k
https://huggingface.co/datasets/ai4privacy/pii-masking-300k
https://huggingface.co/
https://www.ai4privacy.com/

And as we enter our brave new agentic world...

imgflip.com

Jake & @ @Justlake - Apr 24 4 e
Oh my. That 1000% shouldn’t be possible

We have evals for this. Would you mind DM'ing myself or Mahmoud with

info?
Qs T Q il 147 n &
pd. JER @ @lifeof jer - Apr24 [ o

An Al Agent Just Destroyed Our
Production Data. It Confessed in
Writing.

A 30-hour timeline of how Cursor's agent, Railway's API, and an industry

that markets Al safety faster than it ships it took down a small business



https://imgflip.com/
https://x.com/lifeof_jer/status/2048103471019434248

And as we enter our brave new agentic world... ifdynatrace

@ Response time:4.31 s @ Tokens used:5974 A Warn logs: @ @ ERROR logs: @ Er] Guardrail activations: @ a View trace
Prompts 3 Q Search Prompts X < > >

B System prompt <

2 Input v

"How can | enhance monitoring of processes started in containers using Podman in Dynatrace? What settings or configurations are available for Podman |—D
container monitoring?"

Gt Output v

To enhance monitoring of processes started in containers using Podman in Dynatrace, you can leverage the following settings and configurations: #8# |—[:|
**Enahle Deep Monitoring for Podman Containers** 1. **Automatic Injection**: Dynatrace supports auto-injection of code modules into Podman

containers for deep monitoring. Ensure that the Podman container monitoring is enabled in the **Host settings** under **Container technologies**. -
Mavigate to **Settings** > **Processes and containers** = **Container monitoring rules**. - Add or edit rules to enable monitoring for Padman

Al observability is essential, but remember that tool inputs, prompts, and outputs can be sensitive!


https://www.dynatrace.com/solutions/ai-observability/
https://www.dynatrace.com/

And as we enter our brave new agentic world...

Langfuse Demo v / langfuse-docs v / Traces

Trace: eb346ba8-19d9-4368-9b71-022¢cd17f25d7 © with-context 1y

Q. Search (type, title, id)
e ga
11.58s $0.000371

< retrieval
1.55s 3 $0.000001

prompt-embedding DEBUC
0.67s 12 - 0 (X 12) $0.000001

< vector-store
0.69s

< context-encoding

< fetch-prompt-from-langfuse
0.47s

generation
9.57s 1301 - 291 (3 1592) $0.00037

Timeline &= ga @ + Add to datasets [Z Annotate NG [®)

2025-07-16 23:44:16.449

Session: If.docs.conversation.s7AOW7i User ID: u-M9QTUzj Env: default Latency: 11.58s Total Cost: $0.000371 ©

1,313 = 291 (% 1,604) ® Release: 044d0162fe3dbddd09f88a554521ddf73726618c

AV
v A

v Preview Scores Formatted JSON
I
Input ©

"How to update the input and output in langgraph traces?"

Output u]
"To update the input and output in Langfuse traces, it's essential to understand that Langfuse allows
meticulous tracking of steps within the AI process by logging both inputs and outputs of large language
models (LLMs). This means that every interaction you have can be captured and displayed transparently
within the UI.

Here’s how you can effectively manage and visualize these updates:
### Steps to Update Traces

1. *xkLog Inputs and Outputs*x: Ensure you're logging the inputs and outputs of

...expand (989 more characters)

22 langfuse


https://langfuse.com/docs/observability/overview
https://langfuse.com/

And as we enter our brave new agentic world...

000 Agent Debug Panel

[c[aude-&onne‘b-‘f.é]

v

[mcp__,s.t9no.l_.,s.eo.rcln__,mess.ages._..l:uf__recipient)

[c[aude-&onne‘t-‘f.é]

v

[ mcp__o&.m__ﬁ.earclq__location J

r clauole-;tnnet—q 6 \

Thomas asked you to visit him
during the visiting hours QPM—5FM
tnalaif. He's in Station 1B. Want me

to find you the quickest public

transport route to the LKH, Clinical
bepartment for P‘s.t‘{cl'\ia.trlf and

k L Psychotherapy? J




And as we enter our brave new agentic world...

Leverage agentic Al to prevent sensitive data exposure, but don't forget to consider how to
prevent it causing yet more sensitive data exposure!

SKILL.md

name.: log—Se.cure.[q

description: Reviews log calls for

sensitive data exposure. Applies
when [03 calls are added or

modified, and when asked whether
specific data is safe to [og.

[ ai-and-ml-security-minicourse ' Public

A Probably Private mini-course introducing Al/ML security via
interactive videos and hands-on examples.

@ Jupyter Noteboock 1828 %7 kjam

Potential Routing Flow

Internal Only Models

Trusted Model [ Resp

BN, crnal Model or
Endpoint

c,|63


https://maven.com/p/ce2706/let-s-build-an-ai-privacy-router
https://github.com/kjam/ai-and-ml-security-minicourse

Key takeaways

- Context matters!
- Even the term “sensitive data” is contextual
- Max ROI for controls
- Organizational: train people to consider the context
- Technical: invest at the design and build stages
- Get the basics right now to prepare for agentic data flows

i | e



Thanks for listening!




Attribution

 Dynatrace content and branding: © 2026 Dynatrace LLC
* Third-party logos, images, text, and videos: see links for attribution
* Unattributed images: used under license from the Noun Project

* All other content: original work by the author, may be reused with attribution



https://thenounproject.com/
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CLOUD DONE RIGHT
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