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My day - to - day perspective on sensitive data
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• A toolkit of technical controls

• Conclusion



Motivation



Recap: last year’s talk
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”In our age there is no such thing as ‘keeping out of politics.’ All issues are political issues, and politics 
itself is a mass of lies…” ~ George Orwell, 1941

https://en.wikipedia.org/wiki/Loose_lips_sink_ships


Recap: last year’s talk
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For customers, there is "no need to do 
anything, since no sensitive data like 

passwords or payment information was 
affected.”

Volkswagen’s statement to Der Spiegel

https://www.spiegel.de/international/business/we-know-where-you-parked-massive-data-breach-at-vw-raises-questions-about-vehicle-privacy-a-4b1cb926-2edb-42ea-92fb-5000cd378fc5


“No sensitive data was affected…”
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https://media.ccc.de/v/38c3-wir-wissen-wo-dein-auto-steht-volksdaten-von-volkswagen


“No sensitive data was affected…”
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Money

E go

Compromise

Reciprocation

https://www.iccl.ie/wp-content/uploads/2023/11/Europes-hidden-security-crisis.pdf


What’s happened since?
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https://www.thealgorithmicbridge.com/p/inside-the-ai-industrys-most-expensive


We’re processing more sensitive data than ever before…
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2025

2026



We’re processing more sensitive data than ever before…
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We’re processing more sensitive data than ever before…
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…certain written exchanges that defendant 
Bradley Heppner had with a generative artificial 
intelligence (“AI”) platform were not protected 

from government inspection…Heppner could 
have had no “reasonable expectation of 

confidentiality in his communications” with 
Claude .

 
~  United States vs. Heppner  (2026)

https://fingfx.thomsonreuters.com/gfx/legaldocs/xmvjyjekkpr/Rakoff%20-%20order%20-%20AI.pdf


…in a highly unstable geopolitical context
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Credit: Michael Staudacher

https://www.linkedin.com/feed/update/urn:li:activity:7435700156747988992/
https://www.linkedin.com/feed/update/urn:li:activity:7435700156747988992/
https://www.linkedin.com/feed/update/urn:li:activity:7435700156747988992/


The problem
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OWASP Logo

CERT Oracle Secure Coding Standard for Java (2011): 
“Do not log sensitive information outside a trust boundary”

https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/


“…outside a trust boundary”
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Sensitive data? In my logs?



The problem
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OWASP Logo

Have you faced this?
What happened?

https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/


Sensitive: credentials (yours and your customers’)
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https://www.canva.com/word-cloud-generator/


Also sensitive: PII
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https://www.canva.com/word-cloud-generator/


Also sensitive: other personal data and customer data
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https://imgflip.com/


• Robust access controls in place at the 
tax office itself ☺

• But what about at the tax office’s 
service providers? 

• What could happen if each one 
says, “Customer  data isn’t that 
sensitive. They choose to send it to us 
anyway. They should remove secrets 
beforehand!” ?

Case study: tax offices
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[At the Canadian 
Revenue Office] if you 

go and look up a 
person’s financial 

data…No questions, just 
fired.

Tanya Janca, “ Privacy by Design: 

Making Threat Modeling Work for 
Data Protection ” (2025)

https://www.youtube.com/watch?v=mC1TGCFjaOU
https://www.youtube.com/watch?v=mC1TGCFjaOU
https://www.youtube.com/watch?v=mC1TGCFjaOU


• Dealing with billions of logs per day

• Nation state actors in their threat 

model

• Redaction creates a false sense of 

security, either you miss a lot or you 

redact too much

• Devs need logs for troubleshooting

• Fraud investigation teams need logs and 

audit events because providing false data is 

the main way someone ‘hacks’ a tax office

Case study: tax offices
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We try to keep PII 
out of our logs, 

but we keep 
finding leaks!

Ben Conrad and Gerald Benischke , 

“Scaling application security to 100+ 
teams at HMRC Digital ” (2023)

https://www.youtube.com/watch?v=FbIeDf4oVgw
https://www.youtube.com/watch?v=FbIeDf4oVgw


Case study: tax offices
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Wordmark lockup

https://github.com/hmrc/eori-common-component-registration-frontend/pull/583
https://github.com/hmrc


Personal data >>> PII
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“Mr. ? lives in ZIP [postal] code 02138 
and was born on 31.07.1945.”



Personal data >>> PII
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“Computer scientists have recently undermined our faith in the 
privacy - protecting power of anonymization …by deleting 

information like names and social security numbers. These scientists 
have demonstrated they can often 'reidentify' or 'deanonymize' 

individuals hidden in anonymized data with astonishing ease . By 
understanding this research, we will realize we have made a 

mistake… This mistake pervades nearly every information privacy 
law, regulation, and debate , yet regulators and legal scholars have 

paid it scant attention.”

~ Paul Ohm, “ Broken Promises of Privacy: Responding to the 
Surprising Failure of Anonymization ” (2009)

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1450006
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1450006


Personal data >>> PII
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“Although it is true that a malicious adversary can use PII 
such as a name or social security number to link data to 
identity, as it turns out, the adversary can do the same 
thing using information that nobody would classify as 

personally identifiable…These results suggest that maybe 
everything is [personal data] to one who has access to 

the right outside information.”

~ Paul Ohm, “ Broken Promises of Privacy: Responding to the 
Surprising Failure of Anonymization ” (2009)

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1450006
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1450006


PII

• Name

• Email address

• Address

• Tax number

• IBANs (all of them, even the 

Swiss one )

• …

Case study: tax office (UK)
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Personal data

• Income and income sources

• Student loan

• Some disabilities

• Inheritance and estate details

• When you log in (3am? Look 

who’s got insomnia!)

• …



So every log is sensitive and we’re doomed? Nope ☺
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• Society runs on information flows, but these flows should be context - appropriate.

• Laws and standards typically take a risk - based approach:

• Is this an appropriate data flow in this context?

• Do the benefits to individuals ( not to your business) outweigh the potential harm?

• Do you have appropriate mitigations in place to prevent data breaches, insider threat, 
and repurposing of this data? 



So can I log XYZ? It depends…
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Hey, can we log 

request bodies and 

request responses 

in service X?

Why do you 

need them?



So can I log XYZ? It depends…
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Does it matter 

why?
Yes, a lot…



So can I log XYZ? It depends…
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To debug Y. There is 
some PII but Jonas 

said you let his team 
log PII, so we thought 

it’s allowed now.

You don’t need 

that data though? 

It looks like all 

you need is the 

request ID?



Context matters: a cheat sheet
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• What data do we need and why do we need it?

• Can we reduce this? What do we really  need? (Five Whys!)



Context matters: a cheat sheet

33

• What data do we need and why do we need it?

• Can we reduce this? What do we really  need? (Five Whys!)

• Have we collected data for this reason before?



Context matters: a cheat sheet
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• What data do we need and why do we need it?

• Can we reduce this? What do we really  need? (Five Whys!)

• Have we collected data for this reason before?

• Could it ever contain credentials or confidential information?



Context matters: a cheat sheet
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• What data do we need and why do we need it?

• Can we reduce this? What do we really  need? (Five Whys!)

• Have we collected data for this reason before?

• Could it ever contain credentials or confidential information?

• Could it ever contain any personal data?

• If so, does this use case provide more benefit than harm to those people?



Context matters: a cheat sheet
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• What data do we need and why do we need it?

• Can we reduce this? What do we really  need? (Five Whys!)

• Have we collected data for this reason before?

• Could it ever contain credentials or confidential information?

• Could it ever contain any direct or indirect personal identifiers?

• If so, does this use case provide more benefit than harm to those people?

• Where will it be stored and how long will it stay there for?



Context matters: a cheat sheet
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• What data do we need and why do we need it?

• Can we reduce this? What do we really  need? (Five Whys!)

• Have we collected data for this reason before?

• Could it ever contain credentials or confidential information?

• Could it ever contain any direct or indirect personal identifiers?

• If so, does this use case provide more benefit than harm to those people?

• Where will it be stored and how long will it stay there for?

• Who will be able to access it?



What can we do about it?



A toolkit for preventing sensitive data exposure
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Design: data model and API design
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Design: data model and API design
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Design: data model and API design
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“You will not and will not assist or 
permit any third party to pass 

information, hashed or otherwise, to 
Google that Google could use or 

recognize as personally identifiable 
information.”

~ Google Analytics Terms of Service  (last updated 2023)

https://marketingplatform.google.com/about/analytics/terms/us/


Build: standardized logging
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Build: using types to reinforce rules
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Build: secure logging guidance for developers
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CI: code scanning
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Regexes adapted from Privado OSS

https://github.com/Privado-Inc/privado/tree/main/rules/sources
https://www.privado.ai/
https://semgrep.dev/


CI: code scanning
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Runtime: exceptions for data flow enforcement
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Build upon runtime authorization ( who can access this data?) to add runtime data flow 
enforcement ( what can we do with this data and where can it go?) 



Runtime: exceptions for data flow enforcement
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When SSO data is provided for a valid use case, its policy comes with it and is applied 
downstream by our sanitizing logger when an application tries to log it.



Runtime: exceptions for data flow enforcement
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Source: Facebook 

Engineering blog

https://engineering.fb.com/2025/07/23/security/policy-zones-meta-purpose-limitation-batch-processing-systems/
https://engineering.fb.com/2025/07/23/security/policy-zones-meta-purpose-limitation-batch-processing-systems/
https://engineering.fb.com/2025/07/23/security/policy-zones-meta-purpose-limitation-batch-processing-systems/


Runtime: exceptions for data flow enforcement

52

Source: Facebook 

Engineering blog

• Religious beliefs are sensitive  
personal data (GDPR) and must not be 
repurposed, e.g. to personalize 
Instagram feeds ( purpose 
limitation ).

• With a data landscape this complex, 
this could easily happen by mistake 
without anyone realizing they’re 
violating the law.

• Runtime exceptions enforcing policies 
about data flows prevent this.

https://engineering.fb.com/2025/01/22/security/how-meta-discovers-data-flows-via-lineage-at-scale/
https://engineering.fb.com/2025/01/22/security/how-meta-discovers-data-flows-via-lineage-at-scale/
https://engineering.fb.com/2025/01/22/security/how-meta-discovers-data-flows-via-lineage-at-scale/
https://engineering.fb.com/2025/01/22/security/how-meta-discovers-data-flows-via-lineage-at-scale/


Runtime: exceptions for data flow enforcement
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Source: Diana Marsala, 

USENIX PEPR 2025

https://www.usenix.org/conference/pepr25/presentation/marsala
https://www.usenix.org/conference/pepr25/presentation/marsala
https://www.usenix.org/conference/pepr25/presentation/marsala


Runtime: exceptions for data flow enforcement
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Source: Diana Marsala, 

USENIX PEPR 2025

https://www.usenix.org/conference/pepr25/presentation/marsala
https://www.usenix.org/conference/pepr25/presentation/marsala
https://www.usenix.org/conference/pepr25/presentation/marsala


Runtime: scanning and redaction
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[StorageManager] 2026-04-22 14:37:39.187 INFO 

{allocMBytes=0.04195404052734375, result=SUCCESSFUL}

https://dnschecker.org/credit-card-validator.php


Runtime: scanning and redaction

56

False positives and alert fatigue are many times worse than when scanning code 
repositories for hard - coded secrets, because timestamps, costs, file sizes, …, can all 
look like credit card numbers, phone numbers, or IBANs!

This makes context essential:

• Are there digits before and after? False positive

• Is there a digit and decimal point before, or vice versa after? False positive

• Is this part of a UUID or other hex value? False positive

• Match only relevant regions/brands

• Carefully curate exclusion rules



Runtime: scanning and redaction
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https://microsoft.github.io/presidio/
https://github.com/microsoft/presidio/


Runtime: scanning and redaction
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https://huggingface.co/datasets/ai4privacy/pii-masking-300k
https://huggingface.co/datasets/ai4privacy/pii-masking-300k
https://huggingface.co/datasets/ai4privacy/pii-masking-300k
https://huggingface.co/
https://www.ai4privacy.com/


And as we enter our brave new agentic world…
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https://imgflip.com/
https://x.com/lifeof_jer/status/2048103471019434248


And as we enter our brave new agentic world…
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AI observability is essential, but remember that tool inputs, prompts, and outputs can be sensitive!

https://www.dynatrace.com/solutions/ai-observability/
https://www.dynatrace.com/


And as we enter our brave new agentic world…
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Example of a trace showing nested observations: an initial model call, multiple tool executions, and a final summarization step. Each observation includes timing, inputs, outputs, and cost information.

https://langfuse.com/docs/observability/overview
https://langfuse.com/


And as we enter our brave new agentic world…
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And as we enter our brave new agentic world…
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Leverage agentic AI to prevent sensitive data exposure, but don’t forget to consider how to 
prevent it causing  yet more sensitive data exposure!

https://maven.com/p/ce2706/let-s-build-an-ai-privacy-router
https://github.com/kjam/ai-and-ml-security-minicourse


Key takeaways
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• Context matters!

• Even the term “sensitive data” is contextual

• Max ROI for controls

• Organizational: train people to consider the context

• Technical: invest at the design and build stages

• Get the basics right now to prepare for agentic data flows



Thanks for listening!



Slide Tips

Instructions are not visible 
during Show Mode

To Insert Image:

▪ Drag the image from 
your source folder onto the 
slide or click the placeholder 
to select a photo

▪ To reposition your photo, 
click “Picture Format” and 
then “Crop”

Slide Tips

Instructions are not visible 
during Show Mode

To Insert Image:

▪ Drag the image from 
your source folder onto the 
slide or click the placeholder 
to select a photo

▪ To reposition your photo, 
click “Picture Format” and 
then “Crop”

Note:

▪ You can move the mockup
where you want in the slide, 
but take care to select both 
the mockup background  and 
the image placeholder

Attribution

• Dynatrace content and branding: © 2026 Dynatrace LLC
• Third - party logos, images, text, and videos: see links for attribution
• Unattributed images: used under license from the Noun Project
• All other content: original work by the author, may be reused with attribution
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https://thenounproject.com/


C LO UD  DO NE  R I GHT
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